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Abstract
Internal investigations, whistleblowing and external monitoring, are three
information and enforcement channels and part of the corporate compliance
system. As they relate to corporate management’s core area, they are a task
of the general management or the (management) board. Internationally, some
of these practices are already considered to be good corporate governance.
Unsurprisingly, there is extensive experience in many countries, although little
empirical evidence of their effectiveness exists.
Nonetheless, prominent cases have shown that national requirements, especially
from the U.K. and U.S., tend to have extraterritorial effects. Therefore, the topic is
of current importance for scholarship, legislation and corporate practice.
This article offers a comparative analysis of the situation in different countries,
thereby considering many insights from economic knowledge and corporate
practice as well as particularities and path dependencies. It focuses on the U.S., the
U.K. and Switzerland, but also refers to other countries and recent developments
in the European Union.
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I. The Establishment and Use of Internal Investigations, Whistleblowing and External
Monitoring by Corporate Boards
1. The Legal Basis for Board Activity
a) Compliance
The establishment and use of internal investigations, whistleblowing and external monitoring
is a topic of current importance for scholarship, legislation and corporate practice. 1 Internal
investigations into (suspected) legal violations by companies, sometimes triggered by
whistleblowing and, of late, sometimes tracked by external monitoring are components of
corporate compliance. 2 For regulated enterprises such as financial institutions and insurance
companies, compliance is legislated in great detail, in the European Union for example by CRD
IV. 3 But these rules cannot simply be applied by analogy to non-regulated companies. 4
However, this is not to say that their selected use for purposes of rule-making and
interpretation is excluded from the outset.5 For non-regulated companies, with large listed
stock corporations standing as the prime example, compliance duties flow from the
organizational duties of the board of directors 6 and not merely as part of the board’s duty to
avert damage from the company, but also as an element of the board’s duty to oversee the
legality of a company’s operations. 7 Given that private law rules may also (simultaneously)
pursue wholly public law purposes,8 there is no reason why the board’s compliance
obligations should not be viewed as being in the public interest, and for compliance this view
is actually convincing and broadly accepted. 9
b) Internal investigation, whistleblowing and external monitoring as three information and
enforcement channels for the board
Compliance as a legal basis for information gathering by the corporate board is also fully suited
for internal investigations10 and the construction of a whistle-blower system within the
corporation. 11 At issue is the responsibility (and ultimately the potential liability) of the board
of directors. 12 This certainly applies to cases which concern a suspected violation of the law,
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which are to be investigated in the public interest and in which it may make sense to carry out
the internal investigation in cooperation with the courts and authorities.13 In serious cases, it
may be appropriate to consult external experts.14
c) Business judgment of the board
(1) The Board must investigate suspected legal violations15 in the company. This follows from
its duty to oversee the legality of operations 16 and implies that the board 17 does not have any
discretion as to “whether” it must start some kind of investigation. Rather, according to the
recognized principle of "prevent, detect, respond", 18 the board has the obligation to clarify
the factual situation, to remedy any legal violation that is found, and to sanction the legal
violation.
This does not mean that in all corporations the board of directors is bound to set up a fullfledged compliance structure; rather, it is up to the board of directors to assess the best way
to deal with possible compliance violations. This could, for instance, range from instructions
as regards a specific case, to organizational arrangements, to the appointment of a separate
compliance department as well as a compliance officer. 19 In any event, for listed companies
may be the latter, more rigorous, mechanisms are at this point not only common practice but
quite possibly to be seen as legally required. 20
This principle applies equally to the question of whether the board, when confronted with a
concrete suspicion of illegality in the company’s operation, must investigate the factual
situation. In such an instance, the question of whether an investigation must be undertaken
is not subject to the business judgment rule nor, if under a certain jurisdiction there is no such
rule, is it the case that managers are afforded a margin of entrepreneurial discretion.21 Yet
apart from certain statutory reporting duties,22 in such an instance the board does not have
any general legal obligation to notify the authorities or to cooperate with them, but is free to
do so or not to do so. 23 Cooperation may be beneficial for the company in instances of
suspected legal violation. 24 But on the other side the company need not incriminate itself.25
By contrast, with regard to the "how" of an internal investigation, there is broad discretion 26
as to the manner in which the specific violation of law should be addressed and as to the
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necessary scope of the inquiry. Among other aspects, it depends on the nature and gravity of
both the suspicion as well as the legal violation in question, on the areas of law affected by
the violation, on who the victims are, on what damages the company is threatened with, on
the company’s strategy for such cases, on the availability and accessibility of information, on
the state of urgency, on the potential methods of inquiry, and on many other things.27 There
is no legal obligation to observe specific auditing standards set by the auditing community. 28
But in practice these standards have been adopted by large companies, 29 and its use is seen
as a de facto obligation.30
(2) In terms of whistleblowing, the prevailing scholarly opinion is that the board enjoys the
protection of the business judgment rule regarding not only as to the “how” but also regarding
the “whether”. With the exception of special legal regulations, for example for financial
institutions, and the recommendation of corporate governance codes for listed companies, 31
it is understood that there is no general legal obligation for the board to set up a whistleblower
organization in the company. 32 The EU Whistleblower Directive of 7 October 2019 is limited
to violations of European legislation and does not oblige Member States to introduce a
whistleblower organization in respect of national legislation.33 This is justified in part by the
still existing empirical uncertainties regarding the effects of whistleblowing.34 However, there
is a minority view holding that – at least – where a compliance organization is set up, it must
also include a whistleblower mechanism.35 And in accordance with the “comply or explain”principle under European law, there is an obligation to justify any deviation from the
recommendations made. 36 This results in a certain factual compulsion to set up a
whistleblower system,37 something that firms otherwise shy away from. Presently, such a
whistleblowing organization is considered an element of good corporate governance, 38 and it
is established good practice for a large number of companies. From a legal point of view as
well, as to listed companies, there are good reasons to see them as having an obligation to set
up a whistleblower mechanism as a component of the required obligation of establishing a
compliance structure. 39
(3) As far as external monitoring is concerned, the board has discretion as to whether a law
firm or external expert should be commissioned to carry out the investigation or at least to
involve such actors in the internal investigation.40 This is especially true when it comes to a
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settlement or an agreement with a foreign financial authority – in particular a U.S. authority
– as part of a deferred prosecution agreement or a non-prosecution agreement. This is
because the consequences of the company’s accepting or rejecting such an agreement are
both sizable and uncertain. The prospect of securing a reduction in fines by cooperating with
the court or an authority is an important consideration, especially in proceedings involving
foreign authorities. On the other hand, cooperation may also have an effect on the detection
of other violations by the company and by its subsidiaries and on other official proceedings
(spill-over effect) and it must be stressed that private claims for damages are not affected by
such an agreement, though they typically follow once the agreement comes to light.41
2. Application Issues
a) Internal Investigations
In terms of compliance, the establishment and design of the three information channels
mentioned above has been dealt with in detail by both academic literature and practice. This
applies in particular to the establishment of a compliance organization and the role of the
compliance officer, namely his independence and the avoidance of any involvement in dayto-day operations so as to prevent conflicts of interest.42 This also includes direct reporting
from the Compliance Officer to the Executive Board. 43 As far as special internal investigations
are concerned, 44 they are primarily a matter for the board. Chief responsibility falls on the
compliance department. Studies reveal that the supervisory board has an initial involvement
in only 37% of the cases. For 64% of the companies employing an external consultant, the
reason is the complex nature of the matter to be clarified; for half of the companies there
have been allegations against the management. 45 There is already extensive international and
practical experience on designing and using this information channel. 46 In practice, the typical
sequence of a compliance investigation is as follows: (1) Indication of an incident: plausibility
assessment, preparation, possible ad hoc measures, investigation; (2) Legal assessment of the
interim result based on the facts at hand, data analysis and interviews; (3) Result and
reporting: measures, tracking, follow-up and identification of lessons learned. 47 The process
of the internal investigation must be carefully prepared and organized from the outset, 48 if
possible before a concrete suspicion arises. First, suitable methods of inquiry must be selected
on the basis of accepted standards. 49 These must be reasonably suited to the specific violation
of law suspected with an eye toward the potential for damage, the degree of suspicion and
the seriousness of the allegation. 50 In conducting the inquiry, it may be advisable to foster the
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independence of the investigation by establishing a steering committee.51 External examiners
should be involved only after first completing a thorough internal preparation. Of importance
are accurate documentation and, upon conclusion, a summary of the results.52 Internal
investigations spanning across international corporate groups pose particular challenges.53
b) Whistleblowing
Experience has also been had in designing and using the whistleblowing mechanism. A
whistleblower hotline is a general and practice-oriented compliance measure. The protection
of whistleblowers is particularly important in organizing a whistleblower system. One possible
approach is ensuring the anonymity of the whistleblower from the very outset – e.g. an online
reporting system – but this does not allow for follow-up queries and it has the disadvantage
of facilitating unjustified accusations. The protection of the whistleblower can also be ensured
in other ways, e.g. by appointing a designated representative in the company or in the
compliance department or by involving an external body, such as a law firm. 54 In a two-tier
system it would be conceivable that such a figure be a member of the supervisory board, but
this is not advisable.55 In any event, an organizational separation from the personnel
department should be established. Article 6(2) of the EU Whistleblower Directive gives
Member States the discretion to decide whether they want to legally require a mechanism for
receiving and following up on anonymous reports.56 Under such a mechanism reports can
either be made under a whistleblower system inside the company itself or to an external
agency commissioned by the company, such as a law firm, 57 important is that the protection
of the whistleblower is unaffected. What counts is how far the protection reaches out, e.g. its
thematic scope and whether third parties who gave the tip to the whistleblower are also
protected. Articles 21 and 19 of the Directive require protection against reprisals. Further,
there are legal limits on the use of related information. 58 Practical recommendations can also
be found in US regulations.59
c) External Monitoring
When speaking of external monitoring, one needs in the first instance to distinguish between
regulated and unregulated companies. As to the former the legal basis and the scope of
monitoring is generally prescribed by an administrative act.60 The analysis which follows
focuses on the latter, i.e. on unregulated companies, and on external monitors appointed by
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the board – though not infrequently under the pressuring of (foreign) authorities. This
appointment is decisive for the legal position of the monitor. It results from a private law
contract between the company and the monitor, even though the monitor is acting in the
public interest. The contract is most typically a business service contract similar to an
attorney’s carrying out some type of legal proceeding. The monitor does not have the status
of a company organ in the sense of stock corporation law like the board, even if it is assigned
organ-like tasks, as is possible with regulated companies. The rights and duties of the monitor
(duties of due care and of safeguarding of interests and confidentiality) are determined by the
contract with the company, though individual details and even the identity of the monitor may
be specified by the supervisory authorities. There is extensive experience regarding the
mandate of a monitor, particularly with US supervisory authorities. 61 As to the mandate 62 the
contract must live up to eventual requirements set by the supervisory authorities, if there is a
consent decree or a settlement.63 It should as precisely as possible specify matters such as the
task, the mandate’s duration, 64 the involvement of staff affiliated with the monitor, internal
project-divisions and contact persons for the monitor within the company, the scope of
independence, and inspection rights of the monitor; with such an enumeration unwelcome
surprises can be avoided. 65 In practice, working methods include reviewing company
documents, on-site testing of selected systems and processes in selected company divisions,
interviews with employees and members of management, analyses and tests, and above all,
a collaborative effort with the company.66 Experiences with external monitors, as had
especially in the U.S., vary greatly, their ranging from very positive assessments to descriptions
of extremely time-consuming, difficult and costly processes.67
II. Internal Investigations
1. Comparative Experiences
a) USA
The USA has a long history with the topic and much can be learned from its experiences, 68
though as always in comparative law due caution for particularities and path dependencies is
necessary.69 Internal investigations undertaken for internal company-purposes naturally
occur but are of less interest here. 70 The latest and most important development is the June
2020 Guidance Document issued by the U.S. Department of Justice Criminal Division.71 It is
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true that this document is primarily directed at law enforcement officers and relates to the
conducting of a company investigation, decisions on the opening of proceedings (with an eye
to the wide range of sentences under the U.S. Sentencing Guidelines) and the negotiation of
settlements (plea bargaining).72 Nevertheless the requirements discussed therein are strictly
observed by companies (which must expect authorities to intervene in the event of legal
violations) in their own in-house investigation. This is the only way that they can hope to
obtain a milder penalty or fine. Of particular note is the relevance of these American
requirements even in international contexts due to the extraterritorial effect for example
under the Foreign Corrupt Practices Act (FCPA) and under other laws. There are many striking
examples of this as is shown by the cases of Siemens, Commerzbank, Volkswagen and
others. 73
According to the Guidance, it is crucial whether the company’s compliance program is good,
is implemented effectively and actually works in practice. 74 The first thing that matters is
whether the compliance program adequately captures the various risks of violations, whether
appropriate internal company procedures are in place, whether employees are informed and
trained, whether an anonymous or at least confidential internal reporting system75 and an
investigation process are set up and whether arrangements have been made for external
monitoring. 76 Recently, new provisions have been introduced particularly for in-house
investigations. 77 In sum it is decisive whether the examination is carried out by qualified
personnel and whether the company has ensured that the internal examination is carried out
independently,78 objectively and appropriately and whether it is adequately documented. 79
In assessing whether the compliance program actually works in practice, it is recognized that
the mere fact that violations have occurred does not foreclose this conclusion. 80 Above all, it
is important that the investigation ends with a result that analyzes the causes of the violations
("lessons learned") and thus forms the basis for measures for future avoidance. 81 On the
whole, of fundamental importance is the “tone from the top”, the establishment of positive
incentives and a culture of compliance. 82
b) United Kingdom, Switzerland and Other Countries
Internal investigations are since long common internationally and are increasingly subject to
legal regulations, whether specifically in the context of anti-corruption rules and other laws
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or whether explicitly or implicitly in the context of compliance requirements. Exemplary here
are not only the United Kingdom and Switzerland that will be covered here more in detail, but
also France, 83 Italy84 and other countries as well.85 In the United Kingdom, the Bribery Act
2010 86 stands as pioneering legislation, creating not only strict standards prohibiting general
corruption but also explicitly covering the bribing of foreign officials.87 Of relevance here is
Section 7 on “Failure of commercial organisations to prevent bribery”. According to this
provision the concerned company can defend itself (full statutory defense) by proving that it
has put in place appropriate procedures to prevent bribery by members of the company.
Based on Section 9, the Secretary of State issued a text in 2011 on the procedures that
companies should adopt for this purpose. 88 These guidelines are formulated around six
guiding principles that companies can, but do not have to, comply with; 89 non-compliance
does not create a presumption working against the company. Ultimately, it falls upon the
court to decide whether the chosen procedure is appropriate in an individual case, this judicial
review function representing one of the significant differences for law and practice in the
United States. The Crime and Courts Act 2013 then introduced deferred prosecution
agreements more generally.90 In such an agreement between the public prosecutor and the
accused company – under which further prosecution for certain criminal offenses is
postponed – the company can also promise “to co-operate in any investigation related to the
alleged offense”, with the promise being based on a statement of facts which the company
admits, though this admission does not necessarily amount to an admission of guilt.91
According to the Code of Practice issued by the Serious Fraud Office (SFO), the company can
commit to setting up a “robust compliance and/or monitoring programme” which will be
overseen and assessed by the monitor 92 and which can also regulate the company’s internal
whistleblowing.93
Among the later pronouncements on the topic, the UK Serious Fraud Office’s Corporate CoOperation Guidance of August 2019 should be mentioned. 94 In it, the authority outlines which
efforts by a company can be favorably taken into account in later criminal proceedings against
it. The guidance is in two parts: "preserving and providing material" and "witness accounts
and waiving privilege". As to the latter95, the company should contact the authority before
internal investigations and present witnesses for questioning or take other "overt steps". The
goal "to avoid prejudice to the investigation" is understandable, but it remains uncertain what
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"overt steps" are. It is obvious that witness statements can be influenced by the submission
of documents and by the statements of others. It is not explicitly stated whether the prospect
of “privilege” depends on the company identifying the witnesses to the authority and making
available their testimony and the documents presented to them. But the authority expects
this and it is also part of the cooperation under a deferred prosecution agreement. 96
Experiences with internal investigations have also been made in Switzerland.97 Up to now
there is no general statutory regulation, though it has been called to be urgently needed in
view of the practice of internal investigations. Despite this, in 2019 such regulation was
rejected by the Federal Council (Bundesrat). 98 If the investigations are to go to the authorities,
to receive, for example, a reduction in punishment, the independence of the internal
investigation is essential.99 There are special rules for banks. 100 Since 2008, the Swiss Financial
Market Supervisory Authority (FINMA) has been using the results of internal investigations
conducted by supervised banks in various ways, especially in cross-border matters. 101 FINMA
requires banks to promptly report serious compliance violations and matters with far-reaching
effects to management and the board, 102 which in complex cases is often possible only by
using internal investigations.103 However, Switzerland, as well as other countries, sets limits
on foreign investigations in Switzerland104 and on the disclosure of information to foreign
authorities (blocking statutes).105
2. Economic analyses and findings from actual practice
As to internal investigations a key question is the relationship to supervisory and other
authorities and thus to the public interest. For those cases in which the public authority
initiates and carries out the internal investigation itself, what is at issue are general economic
questions regarding the implementation of law in regulated and unregulated companies. 106
For the internal investigations dealt with here, i.e. investigations by the corporation itself,
more relevant are economic contributions, that deal with the indirect enforcement of the
legality of the company’s operations by the public authorities via conditions and directions in
the public interest. Prototypes here are the deferred prosecution agreements and nonprosecution agreements that have been used in the USA since around 2001. 107 Economic
theory refers to "bargaining in the shadow of the law", consistent with the key study of
Cooter/Marks/Mnookin, 108 and more recently to "meta-regulation" 109 or "cooperative
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regulation" or "regulatory commissioning".110 This theory overcomes the traditional
dichotomy between (state) regulation (command-and-control) and self-regulation and sets
out a model of cooperation between the regulator and the (indirectly) regulated that lies
between the two forms of regulation. There are four cornerstones of regulation: target (here:
company), regulator (here: supervisory authority, also law enforcement body), command
(here: regulatory requirements for internal investigation) and consequences, which can be
negative or positive incentives (negative: direct intervention by the authority or the
legislature, imposition of a reserved sanction; positive: self-organization of compliance and
corporate governance). The advantage of cooperative regulation is greater flexibility.
Accordingly cooperative regulation may be preferable if the direct intervention of the
authority would be more complicated, more expensive and less secure in the achievement of
results. Furthermore, intervention against a foreign company may come to its limits when
there is an issue of extra-territoriality. Direct intervention may also be complicated if different
authorities are involved and cooperation between them would be difficult.
There are empirical studies on successes and failures with self-regulation in many areas,
especially in banking, stock exchange and finance law. Self-regulation in the USA and the
United Kingdom has a long history in the context of securities regulation and takeovers
(prototype: UK Panel on Takeovers), having achieved many noteworthy, if ultimately
insufficient, instances of success. 111 Yet as far as compliance managements systems are
concerned, it is true that there are some empirical studies, 112 yet there remain significant
doubts as to whether their findings are conclusive more generally as to the effectiveness of
these system.113 As regards the US Sentencing Guideline, critics point to insufficient
incentivization. 114 Conversely, considerable success is reported with the incentive scheme in
antitrust law, particularly as regards leniency programs. 115
On the other hand, we now have numerous practical findings 116 with internal investigations,
especially from the regulatory treatment of corporate scandals, such as those at Siemens,
Deutsche Bank and Volkswagen.117 Despite particular facts and difficulties that arise in respect
of specific cases and corporations, there is a consensus regarding the belief that voluntary
cooperation with authorities and courts can eliminate or at least mitigate the negative legal,
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economic or reputational consequences of direct intervention and hard sanctions. 118 The wellknown triad of "prevent, detect, respond" is in this regard a fundamental principle. 119
However, one should not overlook that the described practice of governmental guidance
raises considerable problems. 120 As mentioned, companies follow the specified assessment
standards as if they were statutory regulations, although it is clearly stated in the Guidances
that these are not binding requirements, that other conduct may be appropriate and that
ultimately it depends on the individual case. This carries the threat that the authorities – at
least in the US while less so in the UK – will increase their requirements beyond what is legally
permissible and that the requirements will not or will not be sufficiently and routinely
scrutinized by the courts because companies will feel reluctant to pose a challenge. And there
is also the related risk that enforcement itself comes to be neglected and is replaced by
negotiation. 121
III. Whistleblowing
1. Comparative Experiences
a) USA
As with internal investigations, the USA is also a leading actor as regards whistleblowing. Legal
protection for whistleblowers was first introduced in the USA for federal employees in the
1970s, and it is now enshrined in an array of laws, such as the Sarbanes-Oxley Act (SOX) 122
and, above all, the Dodd-Frank Wall Street Reform and Consumer Protection Act 123 in
connection with the encompassed implementing provisions. Under the SOX Act, employees
of federal entities and certain (publicly held) companies are protected if they raise suspected
legal violations within the company and are subsequently terminated or subjected to other
retaliatory measures. The Dodd-Frank Act extends this protection to employees of companies
who bring a violation of federal securities laws to the attention of the Securities and Exchange
Commission (SEC). This means that whistleblowers are not only protected as regards internal
company disclosure, as is the case in the SOX Act, but also regarding reports made directly to
the SEC. As a result, companies have a significant incentive to establish internal whistleblower
mechanisms which may incentivize their employees to first report issues internally. 124
Furthermore, employees not only have a right of appeal to the Secretary of Labor, as under
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the SOX Act, but also their own right of action before the federal courts. Company employees
can contact the SEC anonymously. 125 Most importantly, they have a very significant personal
incentive, namely rewards, annulment of termination, and – something unusual in the US –
reimbursement of their legal and other expenses. The SEC can also take direct action against
the company. The SOX Act also requires the audit committee of a listed company to set up an
internal whistleblower mechanism.126 Further improvements to the whistleblower program
have been discussed,127 including removal of the restriction by which whistleblowing
protection is given only as regards whistleblowing to the SEC and not for whistleblowing more
generally.128 Whistleblower programs are also required in other laws and by other authorities,
or they are regulated in Guidances, such as the one authored by the U.S. Department of Justice
Criminal Division in April 2019. 129
Above all, however, the bounties are remarkable. Section 21F of the SEC Release under the
amended Securities and Exchange Act provides rewards for successfully collecting fines in
excess of $1 million, with the rewards amounting to up to 10 to 30 percent of the amount of
the fine. 130 To this end, the SEC has issued whistleblower rules131 and created its own
whistleblower program, and it reports annually to Congress. According to the 2018 report, 132
the SEC has collected a total of $1.7 billion in monetary sanctions since the program began
seven years ago, including over $901 million in illicit profits and interest. Of this, approximately
$452 million has been or is still being paid out to injured parties. Since the program began, the
SEC has paid out over $326 million in bounties to 59 individuals. In 2018 alone, the figure was
$168 million to 13 individuals. The highest bounties ever paid totaled $83 million in 2018,
made to three individuals, and nearly $54 million paid to two individuals. Bradley Birkenfeld,
from the Swiss bank UBS, received a bounty of $104 million from a corresponding program of
the Internal Revenue Service in 2014. 133 Given these sums, it is not surprising that the
whistleblower tips the SEC has received since 2011 increased from 334 to over 5,282 in 2018.
The program is also spreading internationally.134 Since its inception, the SEC has received
whistleblower tips from people in 119 countries other than the US, in 2018 alone from 74
countries. 135
b) United Kingdom, Switzerland and other countries
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The protection of whistleblowers is also regulated by law in other countries, 136 namely for
quite a while in the United Kingdom.137 The Public Interest Disclosure Act 1998 138 covers,
among other things, protected disclosures, the right not to suffer any disadvantages, unfair
termination, or damages, and access to the courts and legal process. It covers workers 139 who
reasonably believe that criminal offenses or violations of the law have been committed or are
likely to be committed or that, among other things, the health or safety of a person or the
environment have been affected. 140 On the side of the whistleblower “good faith” is required,
the whistleblower may not act for the purpose of personal gain, and the advice must usually
be sent to the employer, 141 under certain circumstances also to others. In such cases the duty
of confidentiality under labor law is suspended (public interest defense).142 Great Britain has
implemented the Occupational Safety and Health Directive 89/391 EEC in various laws. 143 The
Serious Fraud Office has issued its own information for “Victims and Witnesses” and publishes
an annual report on whistleblowing. 144 Whistleblowing is expressly mentioned as good
corporate practice in the UK Code of Corporate Governance 2018. 145 How seriously
whistleblower protection is taken is shown in the case of Jes Staley, CEO of Barclay, who was
prosecuted by the Financial Conduct Authority and the Prudential Regulation Authority of the
Bank of England in April 2017 because of his attempt to identify an internal whistleblower; he
was forced to pay a fine of £642,430. 146
In other countries there is no legal whistleblower protection in its own right, but labor law and
other protective regulations apply. In Switzerland, for example, there is no legal requirement
to establish an internal whistleblower mechanism. A recent attempt to adopt whistleblower
legislation has failed there. 147 But whistleblowers are for instance, in addition to special
provisions for disclosures made to FINMA,148 protected under employment contract law.
Where a whistleblower mechanism is absent and measures to clarify the situation and inform
the employee are not taken within 60 days, the employee can forward his report to the
responsible authority without violating his contractual duty of secrecy as an employee.149
Various Swiss companies and, above all, banks have established their own sophisticated
whistleblower systems, 150 especially when they are dealing with US authorities.
2. Economic contributions and findings from practice
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From an economic point of view, whistleblowing is a way of addressing and possibly remedying
an information deficit of (civil) society, of law enforcement by criminal or other government
agencies as well as of companies themselves in relation to some manner of misconduct. It is
only possible to take action against such misconduct if its existence is known. Whistleblowing
is thus an instrument for enforcing norms. In companies, it is from an internal perspective a
matter of maintaining good corporate governance and, where illegal activity is at issue,
putting an end to it and avoiding or mitigating legal sanctions. Whistleblowing has therefore
rightly been described as a core element of compliance.151 Since whistleblowing often has
very negative consequences for the whistleblower, the core regulatory problem is therefore
to encourage whistleblowing through incentives, but without losing sight of the interests of
the people and companies affected by whistleblowing and without creating a climate of
denunciation. 152 The incentives can consist of protecting the whistleblower through
anonymity, guarantees of confidentiality, and financial and other reward systems.153
Particularly controversial are financial incentive schemes based on the US system of
bounties. 154 A difficult problem with demarcation is how to handle evidence that is false,
carelessly inaccurate, or simply not proven. 155 In economic terms, it is therefore a question of
minimizing costs in the implementation and enforcement of the law. 156
From an empirical standpoint, despite various inquiries, 157 the overall benefit of
whistleblowing – in terms of information gain, costs, positive and negative effects on the
company and the people involved, etc. – remains uncertain. 158 Only the immediate effect, the
increased discovery of legal violations and misconduct, is guaranteed. The latter is particularly
evident for leniency programs in antitrust law, 159 but it holds true also for the US incentive
systems in securities regulation.160
The numerous practical findings on whistleblowing initially show that a large number of
companies have voluntarily set up an internal whistleblower system. 161 These whistleblower
systems are now often group-wide, such as at Volkswagen. 162 This is especially true for
companies that have introduced a compliance department. From a company perspective,
there are clear advantages in favor of introducing whistleblower systems. 163 The introduction
of a whistleblower system is often stipulated in US agreements with German companies. 164
From a practical point of view, there are five building blocks that are necessary to set up
14

effective internal controls that meet the U.S. requirements for whistleblower protection: 165
strong protection against reprisals; clear support of the program by top management (tone
from the top); incentives for employees; credible reporting channels, such as an anonymous
hotline, as is required for reporting made to the SEC; 166 and transparent and credible
investigation of every tip. Trust on the part of employees – that they can turn to an effective
whistleblower system which will genuinely protect them – can be gained only slowly, but it is
of key importance. 167
IV. External Monitoring
1. Comparative experiences
a) USA
The USA also has had the first and most extensive experience with external monitoring, 168
even if it is now established or at least practiced in a number of other countries. 169 One of the
first cases of the Department of Justice (DOJ) was Prudential Securities in 1994. 170 Today these
cases are commonplace: “Corporate compliance monitors are everywhere.” 171 The SEC in
particular has been using external monitoring for compliance and enforcement since the early
1990s. 172 In addition to securities and financial fraud, external monitoring is also practiced in
many other industries and under other laws, for example under the Foreign Corrupt Practices
Act 173 and for money laundering, environmental law174 and health care. 175
There is no legal basis for external monitors in US federal law.176 But the Sentencing Guidelines
of the U.S. The Department of Justice 177 and the Benczkowki Memorandum of October 11,
2018, on the selection of monitors in criminal matters178 provide numerous details. Many
other American agencies as well as the World Bank have similar programs and practices. 179
The legal basis for setting up a monitor is usually a plea agreement between the authority and
the company. 180 The monitors are mostly used for three years, 181 but in individual cases the
monitoring continues for up to five years or longer, 182 and only in individual cases will it be
shorter. The selection of the person to serve as a monitor is of course of key importance. The
companies are usually given the right to propose three people, but the authority is not bound
by this 183 and may follow its own wishes. The legal status of monitors, sometimes also referred
to as independent compliance consultants, has not been clarified.184 Because they have been
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appointed by the company their mandate relationship seems to be to the company, even
though the company acts in accordance to the wishes or requirements of a public agency. 185
The SEC requires the monitor to be independent.186 The authority sometimes insists on a
comprehensive plea agreement, including an admitted statement of facts, which is
particularly dangerous for the company, as these remain in place even if the settlement is
canceled. 187 The costs arising from monitoring, which can run into many millions of dollars, 188
are a huge problem, also because these monitors bring or employ their own lawyers,
sometimes even entire law firms. The actual power of the monitors is enormous; there is
sometimes talk of a “corporate czar”. 189 Also posing a problem are parallel monitors from
different authorities, as authorities cannot always agree on the same monitor or do not
coordinate the process. But the authorities, such as the SEC, 190 perceive these problems, and
they operate according to a kind of proportionality principle and will sometimes agree to "selfmonitoring", for example by the company’s Chief Compliance Officer. 191
b) United Kingdom, Switzerland and other countries
Also other countries have had experiences with external monitoring,192 above all the United
Kingdom. External monitoring will most commonly occur under deferred prosecution
agreements. Such agreements are made between a law enforcement agency and a company
that is being prosecuted or could be prosecuted. In these agreements, the company obliges
itself to cooperate and to take remedial action. External monitoring by lawyers or other
individuals may also be a condition. The details are regulated in the respective deferred
prosecution agreements. The UK Serious Fraud Office (SFO) has provided information 193 on
this and has published examples of deferred prosecution agreements dating from 2015 to
2019. 194 Generally the company has the option of self-monitoring. 195 In the 2019 case of Serco
Group PLC, the agreement stipulated that no internal witness interviews should take place
during the criminal investigation. The Serco Group PLC therefore hired an independent law
firm to conduct a full investigation of the relevant documents and to provide a detailed report
of their findings to the SFO. 196 Full access to the e-mail accounts of current and former
employees was an element of this inquiry. With regard to accounting documents, the
company made a limited waiver of its confidentiality privilege. In approving the agreement,
the judge saw the following as decisive: "early self-reporting to the authorities, full cooperation with the investigation, a willingness to learn lessons and an acceptance of an
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appropriate penalty".197 In complicated cases, criminal prosecution sometimes only becomes
possible through deferred prosecution agreements and internal investigations.198 Deferred
prosecution agreements are also entered into with other UK authorities.199
Similar experiences with external monitoring have been made in Switzerland, where the
financial market authorities’ use of external parties as a supervisory mechanism has long been
established. Rather than employing its own investigators, who can also be assigned
competence on the level of a company organ, the Swiss Federal Banking Supervision (SFBC)
has issued roughly 200 investigative mandates to external representatives since 2004 – with
the frequency increasing over recent years – in order to not overburden its own resources and
to take advantage of special expertise. The selection process takes place in a formalized
manner with a pool of possible external investigators being compiled and then selected from.
The tasks of the external agents are not only to investigate but also to monitor the
implementation of the measures ordered and also to prescribe and carry out such measures
themselves.200 This corresponds to the role of a special representative under German law.201
Here as well, the crucial difference is whether the external person has been employed or is
deemed to be employed by the state authority or is legally commissioned by the company
itself. This is not always clear and depends, among other things, on whether the company is
authorized to issue instructions to external representatives and what competences these
persons have in the company. 202 External monitors have also been used in Switzerland under
pressure from US supervisory authorities. Such monitors are imposed not under a statutory
power of the US authorities, but by the company itself on the basis of an agreement between
the company and the authority.203 The most commonly cited instance is the 2014 Credit Suisse
case.204 As a result of a guilty plea due to US tax law violations brought by the Department of
Justice and in connection with a consent order issued by the New York State Department of
Financial Services, 205 Credit Suisse was initially obliged to use a US monitor 206 for a period of
two years starting in 2014 – but as of mid-2018 the monitor’s work had still not yet been
completed. According to media reports, the fees for the monitor and his team, as well as the
associated expenses, are said to have cost Credit Suisse CHF 570 million. 207
2. Economic contributions and findings from practice

17

External monitoring is a form of externalization of law enforcement by government regulators.
The economic question posed here is when does it make sense to employ an external special
representative or other expert appointed by the supervisory authority – or instead to use the
investigative and enforcement work of a monitor commissioned by the company itself. The
latter has recently been increasingly practiced in an international context, not only because
the former would usually not be possible extraterritorially, but because such intervention is
more flexible and without direct administrative restrictions; it is cheaper for the authorities in
terms of personnel and costs, and, with suitable specifications, for example in an agreement,
it can be more targeted and effective.208 Much depends on whether the external monitor in
the company acts or is viewed as an agent of the supervisory authority or the court. By
contrast, when the monitor is seen as having an interest in improving the company’s corporate
governance, its reputation on the market and its own successful relationships with the state
and supervision authorities, it can be the case that management and employees not only act
in accordance with the agreement, but also cooperate with the monitor on their own
initiative. In practice, this has led to the fact that such external monitors often have a hybrid
position between engaging in supervisory tasks and having a company organ function, and
their task oscillates between the common good and the corporate good.
Empirical studies in the strict sense, specifically as relates to external monitoring, seem rare
or may have not been found. 209
However, there are at this point numerous findings from practice. Some of these are
extremely critical. As summed up by a US study: "What is clear is that monitors are highly paid,
have ill-defined roles, and are chosen by prosecutors with little oversight."210 From the point
of view of the US supervisory authorities, on the other hand, the experience with external
monitoring appears to be good or at least satisfactory; in any event, monitors are enforcing
the agreed requirements, as shown in more detail in the monitors’ annual reports. 211 From
the outside, it is difficult to say whether this will really lead to changes in a company over the
long term. Beyond the individual case, this can ultimately be answered only in the context of
the logic and design of the corporate criminal law regime and a more general efficiency
analysis of economic and business law enforcement vis-à-vis large companies.212 Conversely,
there is also the risk that supervisory authorities – at least where, as usually in the US, the
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agreement and its implementation have not been approved by a court – will encroach too far,
i.e. rule over the company more than is necessary and proportionate relative to the purpose
of the criminal law or other law enforcement. 213 In any case, experiences with particularly US
monitors 214 show that monitoring and enforcement interventions in a company take three or
more years, reach deep and far into the company 215 and are extremely time-consuming and
costly.216 On the other hand, the successes of external monitoring – from the company’s point
of view,217 from the point of view of the monitors (for example from Waigel at Siemens218 or
Freeh at Daimler 219) and from a supervisory authority point of view 220 – have in many cases
been assessed positively. Success factors associated with the use of a monitor are identified
from experiences in practice: a clear restriction of the monitor’s mandate 221 to a futureoriented assessment without investigating past individual instances of misconduct, selection
of the monitor, 222 clear compensation agreements for the monitor and his team in advance,223
the support given within the company, 224 contract duration and type and the reasons for
dismissal, 225 avoidance of the additional involvement of an auditor, and a consistent
implementation of the recommendations of the monitor. 226
V. Summary
1. The establishment and use of internal investigations, whistleblowing and external
monitoring are three information and enforcement channels that may be part of the
corporate compliance system. They relate to the core area of corporate management and they
are a task of the management and/or the board or in two-tier countries of the management
board.
2. The board of directors is legally bound to see that compliance obligations are met, but the
board has broad entrepreneurial discretion (business judgment) in terms of deciding how
these obligations are met.
3. There is no legal obligation to observe the specific auditing standards set up by the auditing
community. But these standards have as a practical matter established themselves in large
companies.
4. In practice, a typical sequence of stages and steps has been established in practice for
internal investigations: (1) Indication of an incident: plausibility assessment, preparation,
possible ad hoc measures, investigation; (2) Legal assessment of the interim result based on
the facts at hand, data analysis and interviews; (3) Result and reporting: measures, tracking,
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follow-up and identification of lessons learned. There is no general legal obligation to notify
authorities and to cooperate with them.
5. In the case of listed companies, the establishment of a whistleblower organization is
considered to be a part of good corporate governance and may now also legally be part of the
organizational compliance obligation that is already required for them.
6. The EU Whistleblower Directive of 7 October 2019 only concerns disclosures about
violations of European legal provisions and does not oblige the Member States to introduce a
whistleblower system for national legal provisions.
7. In the case of external monitoring, a distinction must be made between monitors that are
used by the supervisory authority itself, usually through an administrative act, for example in
accordance with banking law, and those installed by the company itself, albeit often in an
international context and under pressure from a foreign supervisory authority.
8. There is a broad and detailed body of comparative legal experiences from the USA, the
United Kingdom and Switzerland on internal investigations, whistleblowing and external
monitoring, which can also be relevant in other countries for legislation, case law and
scholarship.
9. Empirical studies on all three information and enforcement channels are available, but they
seem to be scarce and in any case there is a lack of any broad and empirically processed body
of data.
10. Conversely there are now many important findings and experiences from national and
international corporate law practice that are particularly relevant for external monitoring,
which is still less well known in many countries. These findings not only offer suggestions but
in some cases already represent good corporate governance standards. In parts and over the
long term they can form legal obligations for the corporate board.
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