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Abstract
This article analyzes the main problems and the solutions adopted in the market for
Initial Coin Offerings (ICO), an alternative financing solution that has experienced
spectacular growth and notoriety in recent years. This market relies on the use
of Blockchain protocols and is, therefore, characterized as disintermediated,
decentralized and unregulated. The problems we identify in this article, their
severity, and the solutions currently being adopted to address them, lead us to
conclude that it is unlikely that either of these characteristics will survive in the
near future. Our results also indicate that the concerns expressed by regulators
and other market agents regarding ICO markets are well founded. We find it
particularly disturbing that such a new, revolutionary market already displays
many of the problems of traditional financial markets, and that these problems
were exactly the ones that occurred at the genesis of the last financial crisis.
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Abstract:
This article analyzes the main problems and the solutions adopted in the market for Initial Coin
Offerings (ICO), an alternative financing solution that has experienced spectacular growth and
notoriety in recent years. This market relies on the use of Blockchain protocols and is, therefore,
characterized as disintermediated, decentralized and unregulated. The problems we identify in this
article, their severity, and the solutions currently being adopted to address them, lead us to conclude
that it is unlikely that either of these characteristics will survive in the near future. Our results also
indicate that the concerns expressed by regulators and other market agents regarding ICO markets are
well founded. We find it particularly disturbing that such a new, revolutionary market already displays
many of the problems of traditional financial markets, and that these problems were exactly the ones
that occurred at the genesis of the last financial crisis.
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1. Introduction
The global financial crisis of 2007–2009 had important repercussions for the economy. It led
to a series of public bailouts of financial institutions (e.g., the US Troubled Asset Relief
Program), the implementation of expansionary fiscal and monetary policies that significantly
decreased interest rates (e.g., the quantitative easing programs and debt purchases by central
banks), a significant increase in unemployment, and the enforcement of new regulations
targeting financial markets (e.g., see Berkmen et al., 2012; McCauley, 2012). Directly and
indirectly, these events have fostered the development of alternative financial markets
(Monjas-Barroso, 2012; Glasius and Pleyers, 2013) based on the adoption of new
technologies (e.g., Blockchain, etc.), and these markets are characterized by disintermediation
and deregulation.
The emergence of alternative financing in this context can be explained by the fact that,
although interest rates decreased following the crisis, lenders were rationing credit
(Brunnermeier, 2009; Shleifer and Vishny, 2010; Campello et al., 2010)1. This was the
primary driver of the development of alternative financing channels. However, other factors
have also fostered the growth of crowdsourced financing solutions and Blockchain
technology itself. Following the public outcry caused by the bailout of financial institutions,
people developed a general distrust of existing financial institutions and have become very
receptive to alternatives (see Glasius and Pleyers, 2013, for a thorough analysis of the
motivations and aims of the Occupy movements). These alternative financing solutions allow
investors to meet lenders, bypassing traditional financial intermediaries. Lenders can obtain
financing at reasonable prices and investors can obtain reasonable yields in a context of very
low interest rates. Furthermore, since these “new” markets are digital, they are also global by
nature (with no language, geographical, cultural, or legal barriers), allowing borrowers to
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access a broader base of potential investors, and at the same time, allowing investors to access
a broader base of investment opportunities.
A financing alternative that has been gaining considerable importance2 is the Initial Coin
Offerings (ICO) market, a means of financing early-stage digital innovations through the
issuance of crypto-assets3. Being a digital, decentralized, disintermediated, global, and
unregulated market, ICOs present novel challenges, but also some innovative solutions to
these problems. This article analyzes the main problems currently afflicting the ICO market
and the solutions that have been put forward to address these. It highlights the similarities
between some of the problems currently facing ICO markets and those that occurred at the
beginning of the 2007–2009 financial crisis4. It also highlights the specific and “new”
problems of the ICO market and their associated solutions. Given the ongoing process of selfregulation by ICO market agents and the still uncertain regulatory environment that will
govern ICO markets in the near future, the results of our article should be of interest to ICO
market agents and financial regulators alike.
In terms of regulation, on one hand, the financial regulations passed following the crisis are
contrary to the spirit of these new deregulated markets by increasing the protection of small
investors (e.g., Markets in Financial Instruments Directive II in the EU). On the other hand,
President Obama signed the 2012 JOBS Act, which modifies the Securities Act of 1933 by
lowering issuance requirements and costs and opening the door to these new markets. These
apparently contradictory approaches are possibly explained because these alternative
emerging markets generate welfare gains: they provide potential solutions for credit rationing,
unemployment, lack of yield in investment opportunities, democratize the access to profitable
investment opportunities and are, therefore, more or less well-received by governments. It is
however possible that underlying the current laissez faire approach of many governments, the
3

positive externalities of the technological development are being taken for granted while the
associated technological risks are being disregarded (Harmsen et al., 2018; Collomb et al.,
2018).
This article belongs to the stream of literature that analyzes the phenomena of ICOs. To date,
academic efforts have covered the determinants of the success of an ICO (e.g., Adhami et al.,
2018; Flood and Robb, 2017), sociological aspects (e.g., Vardi, 2018; Atzori and Ulieru,
2017), financing early-stage innovations (e.g., Kaal and Dell’Erba, 2017; Lipusch, 2018),
risks involved in investing in ICOs (Chohan, 2017) and the ethics of Bitcoin (e.g. Pasztor,
2018) and computing science (e.g. Vardi, 2019).
In terms of regulation, most of the research overwhelmingly focuses on analyzing the current
regulatory approaches being followed on a national level to deal with the emergence of ICOs
(Barsan, 2017, Hornuf and Schwienbacher, 2017, Gurrea-Martínez and León, 2018, Kaal,
2018, Enria, 2018). The interest on ICO regulation coincides and possibly even triggers, a
renewed interest in two other regulatory topics namely, global regulatory solutions (Bennett
and Raab, 2018, Hacker and Thomale, 2019 and Marian, 2019) and self-regulation in
financial markets (Matsumura, 2017, Batiz-Benet et al., 2017, Keidar and Blemus, 2018).
Even though ICOs are regulated in several countries, there is a clear intention by Blockchain
entrepreneurs to circumvent regulation through various means (Rodrigues, 2018) making the
bulk of the ICO market to date still an unregulated market. This paper shows the importance
and severity of the problems currently afflicting the ICO market that are in a great extent due
to this regulatory vacuum (e.g. scams, deceit, manipulation, copycat projects, complexity of
securities, etc.). It performs an analysis of the current problems that afflict the ICO markets,
considering a regulatory perspective and assessing the following issues:
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-

If the concerns raised by ICO market agents, policymakers and researchers concerning
the unregulated nature of the ICO markets are justified;

-

How the ICO market addresses its problems and how effective these actions are in
deterring further regulation;

-

The extent to which these problems are likely to shape the future of ICO markets.

The structure of the article is as follows. Section 2 describes the Blockchain technology and
the ICO process. Section 3 describes the current main problems identified in ICO markets.
Section 4 critically analyzes the current responses of ICO markets to the problems identified
in section 3. Finally, section 5 provides conclusions.
2. The Blockchain environment and the ICO market
The current regulatory context of the ICO markets was shaped by the 2007-2009 financial
crisis. The crisis emerged after a period of deregulation when, in 1999, President Clinton
passed the Gramm-Leach-Bliley Act into law that repealed the Glass-Steagall Act, which,
among other things, imposed a separation between investment and commercial banking. The
current development of the market for ICOs moves parallel to a new wave of regulation in the
financial markets (e.g., MIFID II, the Dodd-Frank Act, amongst others) aimed at the
protection of small investors5. However, it is safe to say that ICO markets are these days
mostly unscathed by this regulatory fervor and are still mostly unregulated. Unregulated
markets create the perfect environment that attracts all economic agents aimed at committing
fraud and deceit. It is indisputable that the two greatest financial crises the world has
experienced (the 1929 crash and the financial crisis of 2007–2009) occurred exactly at the
time of non-existent or lax regulations. In this sense, the current regulatory state of the ICO
markets must generate legitimate concerns regarding the potential for another financial crisis,
albeit one of more modest impact, because it is not yet clear if the ICO market is systemically
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relevant. In this section we critically analyze the phenomena ICO markets from the
emergence of Blockchain to the actual ICO process.
2.1 The emergence of Blockchain
Although the aftermath of the financial crisis of 2007–2009 witnessed the emergence of
commercial applications of distributed ledger technology (DLT), namely Blockchain, the
birth of DLTs can be traced back several decades6. A distributed ledger is a cryptographic
information protocol developed in the late 1950s and early 1960s7 for defense purposes, with
the objective of distributing data through various repositories so that an attack on any
repository would not result in the corruption or total loss of data. A few initial projects did
make commercial use of distributed ledger technology8, but Bitcoin, using its distributed
ledger Blockchain, represents the first successful economic application of the technology,
allowing the recording of data in an open, distributed, certifiable, and immutable way.
With respect to existing protocols, distributed ledgers go a step further in information security
by running a parallel digital system without trusted third parties, administered by methods of
distributed consensus. In order to build the necessary network that will support the
information system, an incentive must exist to absorb the associated IT costs. The Bitcoin
Blockchain was the first practical solution to this problem (Narayanan and Clark, 2017), as it
compensated participants, who are referred to as miners, in the network responsible for
maintaining the system. In the process, miners earn a crypto-currency attached to the network
and use it as a medium of payment in the digital system, thus encouraging the growth of the
information protocol and the community9. Once a crypto-currency (e.g., Bitcoin, Ether) is
generally accepted, other entities capable of building services for that community are also
incentivized to work in return for these crypto-currencies.
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Early-stage innovative firms that look for financing in these markets may not be willing to
dilute their ownership to outsiders in the form of mining and choose to issue a limited number
of crypto-assets with additional rights, similar to a hybrid security. First, a token is a cryptoasset in itself, which may acquire value through its use in commercial transactions or through
its purchase for speculative gains. The token may also award rights to the acquisition of the
goods and services offered by the firm (utility). Finally, the token can also be a financial
security awarding rights that can be classified as debt or equity or even as a subscription right
on a security that may be created in the future.
2.2 Initial coin offerings
An ICO or Initial Coin Offering is the term adopted for the first issuance of crypto-assets
from a company. A crypto-asset is a contract that provides the owner with certain rights
formalized in code, referred to as smart contracts, and run on DLTs. Both initial and seasoned
offerings of crypto-assets fall under the umbrella of investment crowdfunding. The
crowdfunding ICO model has been quite successful so far, having raised $99 million USD in
2016 from 46 ICOs, more than $6.5 billion USD in 2017 from 456 ICOs, and more than $21.5
billion USD in 2018 from a total of 1082 offerings10.
In its infancy, the model has seen three representative stages of ICOs based on the relative
weight of the characteristic attached to the smart contract. The first ICO stage is the altcoin
stage11, in which the Bitcoin success triggered the issuance of mostly currency-like cryptocurrencies with partial modifications of the Bitcoin Blockchain. This is the case with LTC
(Litecoin) and BCH (Bitcoin Cash), with a focus on the speed of transaction, or DASH and
XMR (Monero), with a focus on privacy. These crypto-assets are merely cryptocurrencies, as
their sole logic and use is as a means of payment. Looking at the evolution of the market
capitalization of altcoins and other crypto-assets, it is safe to say that the hype surrounding
7

this first stage is past us. In 2013, Bitcoin accounted for 95% of the total market
capitalization. Today, the four most representative crypto-currencies (Bitcoin, Bitcoin Cash,
Litecoin, and Ripple) account for less than 50% of the market. The second wave of ICOs
came from companies building infrastructure services around the Blockchain ecosystem,
attaching utility rights to the tokens issued. These rights range from governance and voting
rights to identity or payment platforms. Among them, Ethereum stands as the most notable
example by building a DLT capable of launching standardized smart contracts in a fairly easy
manner. One of these contracts is the ERC20 (Vogelsteller and Buterin, 2017), capable of
issuing new tokens. The emergence of easy to develop smart contracts12 opened the door for
the third and current stage, where the existing IT infrastructure and market legitimacy allows
startups not directly involved with DLTs to consider issuing crypto-securities as an alternative
to traditional securities issuance. The evolution of the weights of infrastructure ICOs
highlights the emergence of this third stage. The weight of infrastructure ICOs reduced from
46% in 2016 to 34% in 2017. Currently, the second and third stages are expected to run in
parallel because there are many infrastructure services still needed to fulfill the second stage
of ICOs and competition is likely to appear, even for existing services (e.g., Stellar and NEM
look to compete with Ethereum’s dominance as crowdfunding platforms).
2.3 Current ICO process: The unsustainable status quo of the ICO market
The current situation in the market for ICOs, where serious value-creating ventures compete
for funding with opportunistic or even illegal ventures, is not sustainable in the long run and
is commonly described as the wild west of financial markets (e.g., see Robinson, 2018).
The current process followed for an ICO or a token crowd sale starts when an entrepreneur
feels they have reached a point in the development of a product or service that allows
potential investors to recognize its merits and potential (Ibba et al., 2018). The first stage is to
8

announce the plans to perform a token issue in the near future, detailing the project, its nature,
and objectives. A white paper is usually published at this stage, detailing the project, its
merits, and future developments. A web page may accompany the white paper and this web
page often represents the only tangible part of the whole project. Traditionally, ICOs relied on
the Blockchain community and therefore, it is not unusual for an important part of the
bpromotion efforts to take place on social media platforms (Rhue, 2018). The most commonly
used are Telegram, Twitter, Facebook, Reddit, Slack, and Bitcoin Talk13. The issuer
announces the incoming ICO or creates a thread in these platforms and triggers a discussion
on the value and attractiveness of the ICO. The pricing is usually defined on a single cryptocurrency14 to avoid regulation and it usually follows one of two patterns: it is either set by the
issuer or it is determined through a Dutch auction system.
It should be noted that the issuer defines the scope and quality of all the information provided.
This information is not audited by a third party, is not required to follow any standards, and
most of it is unverifiable.
This process of setting up an ICO presents several problems. First, it is simple enough that
anybody with minimum technological literacy is able to issue tokens, even if there is little to
show in terms of the development of a value-creating product or service. Second, although it
uses Blockchain technology, it also relies on traditional internet protocols such as a webpage15
and social networks,16 which are considerably less secure and prone to hacker attacks. Third,
the lack of standards, third party verification, and lack of a paper trail that is able to support
legal liability, create serious problems of information asymmetries17. Finally, the lack of a
proper custodian and the practice of issuers of obtaining immediate and uncontrolled access to
the funds creates a strong incentive to deceive investors.
3. Main problems of the Initial Coin Offerings market
9

The ICO market performs the basic functions of traditional financial markets, which is to be
the logical place where agents in need of funding meet agents in search of investment
opportunities. As such, the ICO market, to a greater extent presents problems similar to those
in traditional financial markets. However, the idiosyncrasies of the ICO market differentiate it
from traditional financial markets, namely, it is a fast-growing emerging market for digital
innovators and currently, still a mostly unregulated market.
From the point of view of economics, the problems we discuss in this article translate into an
inefficient allocation of resources. From the point of view of unregulated markets, they reflect
a lack of proper standards, lack of transparency in the selling process, a consequential lack of
proper accountability, and pure deceit and fraud of non-qualified investors.
3.1 Blockchain and the Tragedy of the Commons
The current situation can be best described as a Tragedy of the Commons (TOC) failure in
which the whole market may suffer from the actions of a few opportunistic agents18
(Matsumura, 2017). Consider the case of the existing conflict between honest Blockchain
technology developers and opportunists that are simply trying to make a quick buck through
fraud or the simple overexploitation of the technology by offering useless services and
products19.
TOC failure is not exclusive to ICOs and has already described traditional financial
intermediaries (e.g., see Schwarcz, 2011). Following the 2007–2009 financial crisis, unlike
other industries that experienced similar crises in terms of magnitude (e.g., the nuclear power
industry and the Three Mile Island US accident and the chemical industry with the Bhopal
accident in India), the financial services industry failed to perceive itself as a community
bound by a common fate (Omarova, 2011). Although the ICO market and particularly
Blockchain developers present a higher sense of community (e.g., see Reijers et al., 2016) and
10

there are initiatives being proposed to address the TOC failure (Matsumura, 2017); many
agents still do not perceive the existence of a common fate for the whole Blockchain
community. Another aspect that is more severe in the case of the ICO market is the threat in
the case that TOC failure persists. While traditional financial intermediaries fear limitations
on their access to specific financing sources, the removal of public safety nets, or the
imposition of mandatory contributions to a common systemic risk fund (see Omarova,
2011;Schwarcz, 2011), the threat to the ICO market may involve a complete ban of token
issuance or trading. Financial regulators, faced with the continuing inefficiencies of ICO
market agents, may decide to take action and ban token issues and trading to address the
negative externalities of the TOC failure (e.g., see the cases of China and South Korea) or at
least substantially curtail the token market.
3.2 Scams, deceit, manipulation, and copycat projects:
Nowadays, fraud in ICOs is one of the greatest challenges and threats to the Blockchain
community and this is widely recognized by regulators and market agents. Recently,
Securities and Exchanges Commission (SEC) chairman Jay Clayton expressed his disbelief at
the levels of fraud being committed in the ICO market, implying that further regulatory action
may be required to protect investors (Baker, 2018). Two leading members of the Blockchain
community, Joseph Lubin, co-founder of Ethereum, and Brad Garlinghouse, CEO of Ripple,
have acknowledged that many ICOs are fraudulent and that further regulatory action is
expected (see Choudhury, 2017).
Some characteristics of permissionless Blockchain make it especially tempting to agents that
aim to commit scams, fraud, or offer irrelevant services of no value. The first is that there is
pseudoanonimity in the most popular Blockchains (i.e., Bitcoin and Ethereum), meaning that
all information is public but cannot be traced back to any particular agent. The second aspect
11

relates to the nature of the entrepreneurs; since Blockchain is a new market, it will expectedly
attract fraudsters and scammers (see Baker, 2018). However, even honest entrepreneurs are
essentially creative agents that have the natural ability to justify their behaviors, which
oftentimes leads them to display unethical behaviors (e.g., see Gino and Ariely, 2012).
In the case of pure crypto-currencies and particularly Bitcoin, its use in illegal activities such
as the sale of illegal drugs was synonymous with the site the Silk Road, although some figures
indicate that the prevalence of criminal transactions was relatively smaller than in the case of
other means of payment (see Brito, 2013). The issuance of ICOs does not have such a
dishonorable reputation but, as we will see, the prevalence of fraud is quite significant.
With ICOs, a particularly fraudulent use of smart contracts involves promoting Ponzi schemes
under the disguise of high yield investment programs or simply, social games (e.g., see
Bartoletti et al. 2017). However, as in the case of Bitcoin, the weight of these criminal
transactions is still relatively insignificant. Although Bartoletti et al. (2017) classify
approximately 10% of the smart contracts recorded in their sample as Ponzi schemes, these
account for only 0.05% of the transactions recorded on the Ethereum Blockchain. The
relatively small impact of these schemes is mostly explained by their failure to attract users
and by the poor programming skills of the fraudsters, often producing codes with severe bugs
or programming so poor that the Ponzi scheme contracts are themselves highly vulnerable to
hacking. An exception in terms of the volumes lost in a Ponzi scheme is the recent case of
Modern Tech (see Ngo, 2018; Biggs, 2018) in which the fraudsters performed an exit scam
after raising approximately $660 million via Ponzi contracts.
Such exit scams are quite common also in the ICO world (e.g., see Biggs, 2018; Kean, 2018).
In an exit scam, entrepreneurs claim that the tokens issued are to finance real operations that
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aim at delivering real products or services; however, once the funds are raised, the
entrepreneurs disappear with the funds and no real business venture is actually pursued.
The use of social media to promote ICOs and information asymmetries between the
promoters and potential investors in ICO pre-sales20 creates the perfect ground for flipping
and for pump and dump schemes. While promoters advertise the pre-sales to qualified
investors as a quality signal, the actual terms and prices of the pre-sale are made public in
very few cases. The pre-sale usually takes place with heavy discounts on the issue price and
few restrictions on the subsequent trading of the tokens21. This preferential treatment of a
group of investors usually translates into flipping, by which pre-sale investors buy tokens with
a heavy discount and then sell them at market values. While flipping may be ethically
questionable22 it is not illegal and does imply market manipulation, however, the similar
practice of a pump and dump is illegal. In a pump and dump scheme, investors buy the asset
and release information aimed at increasing prices (pump) and later sell the asset at its inflated
price (dump), profiting on the difference. The unregulated nature of the Blockchain market
allows these market manipulation practices to thrive. In the Blockchain community it is easy
to find agents that offer “pump” services on social networks (Gordon, 2017) and even pump
“communities” (Williams-Grut, 2017) that coordinate to implement these schemes.
Pump and dump schemes are not the only examples of market manipulation in the ICO
market. Although manipulation is usually hard to prove and relies on the availability of
considerable funds, the same does not occur in a market with low liquidity, in which assets
are highly concentrated and decentralized trading is still the main rule. Griffin and Shams
(2018) analyze trading activities between Tether23 and Bitcoin on the Bitfinex exchange and
conclude that such trading activities are responsible for price increases in Bitcoin. The authors
conclude that half of the increases in Bitcoin during 2017 were a result of the trading
13

activities of Bitfinex using Tether. Another case of Bitcoin manipulation concerns the Mt Gox
exchange. Gandal et al. (2018) analyzed Bitcoin transactions in the Mt Gox exchange during
the period of April 2011 to November 2013 and identified price manipulation. After
identifying suspicious bot trades, some of which were actually operated by Mt Gox itself,
Gandal et al. (2018) conclude that these trades were able to justify the spectacular growth in
the price of Bitcoin observed during this period. In 80% of the days on which suspicious
trading occurred, the price of Bitcoin increased and always by a higher amount when
compared to periods in which there was no suspicious trading. Although price manipulation
by Mt Gox was probably a way to hide a theft of Bitcoins as a result of a hacker attack, these
examples show how manipulation is a real threat in crypto-asset markets.
Misrepresentation of the assets, the professional background of the founders, and the amounts
raised are also currently significant problems in ICOs. Two notorious cases of general
misrepresentation are Recoin and DRC World, for which criminal charges have already been
brought by the SEC (SEC, 2017). In both cases, neither firm had the assets they claimed nor
was there a professional team of experts to develop the business. Furthermore, it was proven
that in both cases, the amounts raised with the ICOs fell way short of the amounts advertised
by the ICO promoter.
There are many examples of useless services and simple copycats. In many cases of useless
services, there is naturally also a problem of misrepresentation to attract unsuspecting
investors24. Copycats were particularly rampant in Chinese promotions and this is even put
forward by J. Lubin as the main reason for the Chinese ban of ICOs (see Choudhury, 2017).
3.3 Hacking attacks: Exposing the security giant with feet of clay
Blockchain technology prides itself on its technological security, supported by cryptography
and a decentralized ledger. It is currently widely assumed that it is impossible to hack the
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Blockchain protocol (Jia and Zhang, 2017). In Kaminsky (2013), Dan Kaminsky, a famous
computer engineer and hacker, discusses his inability to hack the Bitcoin protocol after
several attempts. However safe the base protocol is, the level of security is not homogeneous
across global Blockchain networks, since applications built on the protocol such as wallets
and exchanges may present vulnerabilities and affect the whole Blockchain network (Jia and
Zhang, 2017)25. Although Blockchain technology insures that information cannot be changed
and manipulated, because the registries are essentially digital, decentralized, and anonymous,
if a theft occurs by a hacker, it is impossible to cancel the transaction26.
Recent events have highlighted that some of the strengths of Blockchain can also be seen as
weaknesses because hackers have been able to exploit several of its vulnerabilities. In fact,
although the Blockchain core protocols are secure, the overall ecosystem possesses some
vulnerabilities caused by poor security practices and end-user and Blockchain-based software
(Jia et al., 2017). Some attacks exploited the vulnerabilities of Blockchain wallets and
exchanges, while others have taken advantage of vulnerabilities in other protocols that
support websites and social media platforms; both mediums are an integral part of launching
ICOs.
Given the volume of crypto-assets traded and stored, some entities are more prone to attacks
by hackers. Crypto-asset exchanges, trading platforms, wallets, and funds are especially
enticing to hackers due to the potentially high gains a single successful attack may generate.
Hacking attacks on exchanges are the most significant by volume, with the most notorious
cases being those of Coincheck and Mt Gox in Japan, Youbit in South Korea, and NiceHash
in Slovenia. It is important to highlight how these attacks take place in territories that
traditionally have had a soft regulatory approach to crypto-assets and Blockchain technology.
This implicitly indicates that a “harder” regulatory approach may be the desirable way to
15

curtail such vulnerabilities. It is also worth noting how the South Korean approach to cryptoasset trading changed; partially influenced by the hacking attacks as also the misuse of cryptoassets, and following an initial ban on anonymous trading of crypto-assets, Korea is now
considering banning all trading (see Reuters, 2018b).
The attack on CoinDash, a platform for trading Ether, is possibly the most infamous attack on
a trading platform and is also a perfect example of the off-chain vulnerabilities posed by the
reliance of the ICO process on other less safe protocols, such as the ones used by webpages.
CoinDash was performing an ICO to raise funds and supported the white paper with a website
detailing the Ethereum wallet address to transfer the funds to. Contrary to previous cases of
attacks on exchanges, hackers did not take advantage of vulnerabilities in the Blockchain
code; instead, they exploited the weakness of the off-chain services by attacking the website
supporting the ICO and changing the wallet address.
In terms of funds, the DAO is the most representative case and it is a perfect example of
vulnerabilities at different levels. It is a decentralized fund to invest in projects selected by a
set of curators and subject to voting by holders of DAO tokens. The funded projects would
then return the funds based on preset payment terms subject to default risk. The hacking
attack targeted the funds raised by the ICO by exploiting a vulnerability of the smart contract.
While the DAO worked on fixing this bug, it was targeted by a hacker who was able to
transfer one third of the funds raised by the DAO ICO to a subsidiary account. In terms of
governance mechanisms, the case also highlights an important failure of highly decentralized
organizations that rely on a democratic process of decision-making. By having a highly
fragmented “ownership”27 structure, there were more than 11,000 token holders at the time of
the attack and it was not possible to obtain an agreement in time to divide the funds raised by
the ICO into several accounts28. Following several proposals, it was decided to implement a
16

hard fork that would “re-write the history” eliminating the hacking attack and the funds were
returned to the DAO.
In terms of wallets, the attack on Parity is noteworthy for various reasons. First, Parity is one
of the most trusted Ethereum wallets in the market and was founded by Gavin Wood, one of
the co-founders of Ethereum. Second, the hackers targeted funds stored in multisig wallets, a
theoretically safer solution than single-signature wallets in which a single key provides access
to the funds. Finally, the attack on Parity is illustrative of a particular response of the
Blockchain community to a hacker attack. By exploiting a vulnerability in the implementation
of a Blockchain end-user view, hackers were able to steal approximately $32M from multisig
Parity wallets before they were stopped. In this case, the hackers were prevented from stealing
the remaining $85M stored in the wallets by a group of white hackers called the White Hat
Group29. Once alerted to the attack, this group stole the remaining $85M stored in the multisig
Parity wallets by exploiting the same Blockchain vulnerability and returned the funds to their
original owners once the wallet vulnerabilities were patched.
Hacking attacks are incredibly damaging to Blockchain technology, because they hurt the
protocol where it hurts most, namely, by questioning the so-called security of the technology,
an imperative when dealing with digital assets. Hackers were able to expose vulnerabilities at
all levels, attacking the code of accomplished programmers, attacking what are theoretically
the most secure solutions offered, attacking major intermediaries that allocate significant
investments to security issues, and highlighting major flaws in the current process of issuing
ICOs. Hacking attacks also attract the attention of regulators, increasing the risk of a
regulatory response and a reprisal against the firms that are victims of hacking attacks30.
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By contrast, the analysis of the hacking attacks on the Blockchain environment also show us
that the Blockchain community has a common interest in addressing the problem and, as
discussed in section 4.6, uses a vast portfolio of innovative solutions to address the problem.
3.4 Complacency of market participants
The subject of complacency is at the heart of the TOC failure. We can discuss complacency
on two different levels: that of honest business enterprises and, most importantly, that of
investors. In the first case, honest business enterprises have been complacent with their
dishonest competitors for financing. Given current market conditions in which traditional
investments such as equity (Vlastelica, 2018), sovereign debt (Ismailidou, 2016), or even junk
debt (Platt, 2018) offer very low or even negative yields, investors are driven to crypto-assets
in their search for profitability. In this context, through signaling, honest business enterprises
are finding it easy to obtain financing at reasonable costs and this explains their complacency.
The case of investor complacency is harder to explain. Through screening31, qualified
investors have been able to select value-creating ICOs and generate reasonable returns while
ignoring opportunist ventures. In the case of retail investors, the lack of yield drives them to
crypto-assets; however, the lack of information provided in most ICOs makes it hard to
explain how rational investors could make such investment choices. In their analysis of a
sample of 450 ICOs, Zetzsche et al. (2018) found that:
-

Almost half of the ICOs do not provide personal or background information on the
project promotor;

-

In one third of the ICOs, the name on the white paper differs from that of the ICO
issuer;

-

More than two thirds of the ICOs do not provide any information on the applicable law.

In normal circumstances, all these aspects would alarm a rational investor; however, in the
same sample of ICOs, the authors find that less than 1.5% have failed to meet the minimum
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subscription level set, meaning that investors are completely disregarding the lack of
important information to support any investment decision. According to EY (2017) the
growth in ICO investments is driven mostly by the Fear or Missing Out (FOMO) rather than
by a rational valuation of the business opportunity and, according to Colagrossi (2018), this
FOMO is even expanding into traditional financial firms.
The existence of opportunistic issuers has not been perceived as a serious problem; however,
their existence will seriously affect the position of investors and honest business enterprises in
several ways. First, there is the threat of regulating or even banning the ICO market. Second,
funding channeled to opportunistic ventures may eventually affect access to funding of valuecreating projects, since investment capital is limited. Finally, losses in opportunistic ventures
will reflect on the image of the ICO market, inevitably leading to an increase in the funding
costs for all issuers.
3.5 The complexity of securities
The complexity of securities makes it hard to properly determine their fair value and may
generate inefficient pricing and asset bubbles and makes it difficult to discern fraud. During
the 2007–2009 financial crisis, the focus was on the complexity of subordinated debt,
preferred shares, and securitized assets. In the current ICO market, we observe that cryptoassets represent a manifold increase in complexity when compared to these securities. A
crypto-asset is a sort of hybrid asset comprising rights of different types and is also a sort of
bundling of different value sources. One particularly troubling aspect is this bundling of
different rights (cryptocurrency, security, and utility)32. It is well recognized in the economic
literature that in many cases, this sort of bundling represents a strategy to lure consumers or
investors into buying useless assets, thereby creating a camouflaged Ponzi Scheme
(Rubinstein and Spiegler, 2008; Basu, 2010). In the best-case scenario absent fraud, bundling
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makes it very hard to properly assess the economic value of the crypto-assets and may lead to
mispricing or even bubble formations.
A further problem with most ICOs relates to the early development stage of the business
venture. Even in the case of utility tokens—that is, tokens that are associated with products
and services and that are not purchased with an aim to obtain a financial return—we observe
an unexpected complexity in the tokens initially issued with the aim of financing the business.
The impossibility of issuing functioning utility tokens leads to an initial issue of tokens that
represent a derivative that can be swapped at a later date for a functioning utility token (e.g.,
for the SAFT project, see Batiz-Benet et al., 2017). Apart from raising several regulatory
issues (the utility is not subject to financial regulation, but the derivative is), the derivative
nature of these tokens leads to difficulties in the token valuation. If it is reasonable to assume
that a consumer can assign a fair price to a product or service; it is less likely that the same
consumer is able to fairly price a derivative of the same product or service.
In terms of the security component of tokens, we observe is that in most cases they are closer
to a debt contract than to equity. Therefore, high-risk ventures are, in fact, being financed by
debt of sorts, fostering a very high risk of adverse selection and the nature and complexity of
the tokens is actually the source of these problems.
Finally, the security design of the tokens is a crucial aspect that regulators need to address
since their complexity is, in most cases, not the answer to a market failure (e.g. optionality
features in debt contracts to mitigate agency conflicts) but a means to avoid regulation
(Rodrigues, 2018).
3.6 Inflated asset prices
In the 2007–2009 financial crisis, we observed a bubble in the real estate market driven by
easy access to credit resulting from bank use of securitizations. The interaction between the
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investments and the financing functions prior to the crisis was remarkably strong. The use of
mortgage-backed securities and collateralized debt obligations fueled the real estate bubble,
which in turn created a mispricing of the asset-backed securities themselves (Jarrow, 2012;
Segoviano et al., 2013). Currently, we observe a state of overheating and a general
recognition that cryptocurrencies markets (The Guardian, 2018; Quinlan and Cheng, 2018)
and ICO markets (Zetzsche et al., 2018) are possibly displaying a bubble formation driven
from a purely speculative assessment of these assets. The fact that most ICOs are issued in
cryptocurrencies (Zetzsche et al., 2018) makes it harder to properly assess the fairness of the
issuance prices given the volatility of the cryptocurrencies themselves. Paradoxically,
investors that are driven to alternative financial markets by the high prices of traditional
financial securities are possibly creating a bubble by investing in assets that are probably
more overvalued than the traditional financial securities they initially avoided.
3.7 Perverse compensation systems
The nature of compensation is important in financial markets in the sense that it may lead
agents into taking actions that diverge from the optimal. Following the 2007–2009 financial
crisis, much was written on bankers’ compensation schemes and the risk-taking incentives
they induced (see Rajan, 2008; Bebchuk et al., 2010). Currently, we observe similar problems
with the business ventures that try to obtain financing from ICOs. Three main problems are
identifiable in this case. First, most ICO issuers are in such an early stage of their business
ventures that they have no source of income other than the capital advanced by investors in
the ICO. This advanced collection of funds reduces the incentives to develop the business
further and may actually lead to early abandonment (Valenzuela, 2017). Second, it is common
practice to have the proceeds from the ICO transferred to the private wallet of the issuer; this
situation makes it unclear if the issuer actually wants funds to finance a business venture or
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simply obtain a direct personal gain from the ICO (see Matsumura, 2017). Finally, there is no
proper disclosure of information regarding the compensation of key staff both within and
outside of the organization issuing the tokens. This fact makes it hard for investors to assess
the reasonability of the amounts raised and its real application, which may lead to suspicions
of misdealing and misappropriation of funds (see Tezos ICO, Finews, 2017).
3.8 Importance of the ICO market problems
In sum, the problems identified in this section are relevant for various reasons. First, the
future of Blockchain technology and specifically the market for the issuance and trading of
tokens may depend on how effectively market agents are able to address these problems. As
the problems multiply and the ICO market grows exponentially, regulators are showing less
willingness to allow market agents to address these problems (e.g., see the cases of South
Korea and Japan). Second, given the current size and growth of the ICO market, these
problems are more likely to affect the whole economy. Recent examples from the Fintech
world show us how fast a business can change from too-small-to-care to too-big-to-fail (e.g.,
see Xie and Yap, 2017 and the case of the Chinese money market fund Yu’e Bao). Finally,
the fact that most of the problems observed in the ICO market are the same problems that
occurred at the beginning of the 2007–2009 financial crisis is particularly worrying. Schwarcz
(2011) points out that a TOC failure, complacency of market participants, complexity of
markets and securities, and conflicts of interest33 were the critical market failures that
culminated in the financial crisis. Blinder (2013) puts forward a series of weaknesses that
were at the core of the crisis, including inflated asset prices, complexity of financial
securities, lax financial regulation, and perverse compensation systems.
The next section analyzes the current solutions that have been proposed to address the
problems identified in this section.
22

4. Addressing the Problems of the ICO Market
4.1 Self-regulation
The ICO industry has been particularly active in identifying the main problems that are
currently afflicting the ICO market and proposing solutions through self-regulatory initiatives.
These initiatives are often triggered by crises and the fact that the ICO industry is making
such self-regulatory efforts is indicative of the importance of these problems. Most of the
current efforts are devoted to the development and adoption of codes of conduct (e.g., see
Matsumura, 2017; Crypto Valley, 2018), however, the effectiveness of these efforts is
uncertain (Lagace, 2007). First, there is little empirical evidence that the adoption of industryled self-regulation and codes of conduct lead to actual improvements. Second, these initiatives
are often greeted as marketing tools that aim at deterring critics and governmental regulatory
initiatives. Finally, the existence of a multitude of codes of conduct may create more
problems than the ones they try to address since the coexistence of multiple standards may
confuse stakeholders and generate cost inefficiencies.
Recently, we have witnessed a positive development that addresses most of the failures of
previously discussed industry-led codes of conduct because for any self-regulatory initiative
to be successful it is important that it involves a significant number of agents and independent
third parties34. The most recent self-regulatory initiative was able to join different market
agents such as the Waves Platform, the ICO Governance Foundation, Ethereum, and Deloitte
representing the independent third party (see Sundararajan, 2017). The self-regulatory body
that is being created will develop reporting, regulatory, fiscal, accounting, know your client,
and business due diligence standards for ICOs. The involvement of many parties harmonizes
the codes of conduct and allows cost efficiency when internalizing the negative externalities
generated by opportunistic agents and hackers35.
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As with the Internet, Blockchain is evolving towards a set of applications that configure
broader and more complex scenarios. The tension between their technological underpinnings
and practical demands determines the conflicting nature of ICOs, and requires a proper
Blockchain standard (Hardjono et al., 2018). The International Standards Organization (ISO)
is currently developing a set of standards for Blockchain and other DLTs through their
ISO/TC 307 technical committee. The standards will address different aspects such as
security and privacy, identity, governance, and interoperability of the different DLTs and of
the smart contracts that are used to support an ICO. Although the standards are still under
development and little is known apart from its objectives, its comprehensive nature will
address most of the problems we have discussed in section 3. The involvement of the ISO
organization is very welcome because contrary to self-regulatory initiatives, independent
certifications have shown to have a positive impact in terms of performance. According to
Toffel (2006), firms that adopt certification standards are better in terms of the standardmeasured performance than those that do not adopt them36.
The development of self-regulatory initiatives and the creation of certification standards are
much needed in the current ICO markets. However, these initiatives should not be perceived
as a panacea,37 and given the current dynamics of ICO markets, it may even be too soon to
start imposing standards. In Lagace (2007), Prof. Toffel raises the question of whether
standardizations reduce workers’ skills due to routinization of tacit knowledge and skills. The
question is particularly important in the Blockchain environment that is characterized as being
highly innovative. In this context, there is always the risk that adoption of standards too early
may stifle innovation.
4.2 Problems become business opportunities
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The current state of ICOs is lacking a serious due diligence process before and during the
issuance stage. Given the lack of fundamental information to support a rational investment
decision, some agents have stepped in to provide an external and independent assessment of
the financial performance of the firms obtaining financing. Hartmann et al. (2018) identify 28
websites that evaluate upcoming and ongoing ICOs. The founders of these websites are
basically setting up for-profit businesses that mitigate the effects of the information
asymmetries between issuers and retail investors.
However important these efforts may be in mitigating the effects of information asymmetries,
they still fall short of the level of professionalism of traditional financial markets in terms of
the financial analysis performed. Hartmann et al.’s (2018) analysis of the aforementioned 28
websites reveals great heterogeneity in the evaluation process and not all the sites examined
are transparent regarding aspects of the evaluation process. This process also reveals
considerable differences in terms of ICO items analyzed and the evaluation process itself,
with some sites relying on an internal team of analysts while others rely on crowd-based
evaluations. The outcome of the evaluation processes also differs considerably with some
sites providing a qualitative analysis of the evaluation process in the form of a report and
others providing a score or rating classification. Hartmann et al. (2018) highlight important
aspects of ICOs that are not covered by current evaluations such as the technical information
regarding the projects underlying the ICOs, the Blockchains used, the software depository,
and the quality of smart contracts.
This type of independent evaluators is crucial for the functioning of financial markets not only
in terms of reducing the problems of information asymmetries but also in terms of changing
the behavior of poorly rated firms. In an analysis of the behavior of firms being rated,
Chatterji and Toffel (2010) demonstrate that firms that were poorly rated subsequently
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showed an improvement in performance that surpassed a control group of unrated and highly
rated firms.
As such, this area is expected to develop further and it not unreasonable to anticipate that
more firms and evaluation methods will appear and that some traditional ratings firms may
move into the Blockchain ecosystem as the importance of ICOs increases.
4.3 White hacking
A hacker is defined by the Internet Users’ Guide as “A person that delights in having an
intimate understanding of the workings of a system, computers, and computer networks in
particular.” Notice that this definition does not mention the moral nature of the hacker. The
most notorious hackers have become those that have performed illegal actions or outright
theft. Less advertised is the fact that hackers have in the past been known to right some
wrongs and they are usually referred to as white hackers38. White hackers are currently being
employed as software auditors and testers. Through their knowledge of how to break and
disrupt systems, they are able to test and incorporate improvements in Blockchains and smart
contracts (see Suberg, 2017). The altcoin Dash is currently employing white hackers to hack
its Blockchain and expose its vulnerabilities. With the incentive of a “Bug Bounty,” several
invited hackers will identify and fix security flaws. A similar arrangement was made between
the SmartOne legal services marketplace and the White Hat crypto-asset hacker system to
insure security for the marketplace of the token LEGAL (see The Merkle, 2017).
The actions of white hackers have become notorious in the Blockchain ecosystem and in
some cases, they have acted without any “Bug Bounties” incentive. In the case of the hacking
attack on Parity, discussed in section 3.3, white hackers mitigated a hacking theft by
exploiting the same vulnerability used to steal the funds.
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White hacking represents a particular solution for digital markets to the problems of hackers’
thefts and criminal actions. While the importance of white hackers is unquestionable in terms
of prevention through the testing, auditing, and development process of Blockchains and
smart contracts, their use to address thefts is more questionable. Regardless of how notorious
their actions have become, it is not reasonable to rely on white hackers to address criminal
hacking attacks. First, although their actions have become notorious, they represent little more
than anecdotes and in most hacking attacks, white hackers did nothing to stop them. Second,
and regardless of their good intentions, white hackers can expose themselves to criminal
charges by exploiting the same vulnerabilities that criminal hackers have exploited to commit
their crimes. Finally, some of the apparently selfless actions of white hackers may be
considered little more than gimmicks aimed at promoting their name and services as system
testers and auditors.
4.4 Transparency
Open source is at the very heart of Blockchain inception and evolution. Although there are
some proposals whose source code is not publicly accessible (e.g., Enigma, nChain, SETL), it
is highly likely that most of them will eventually follow a path similar to that of Corda, which
is currently an open source project that started out as a proprietary project. Open source
emerged in response to the proprietary codes developed by large software firms, mainly to
address the limitations of the proprietary model. The infancy of the open source model can be
traced back several decades; however, the “commercial” model is more recent and is linked
with the emergence of “free” software. Business enterprises rejected “free” software;
however, open source does not have the negative business connotations of free software39. By
creating a collaborative model in terms of code development, the open source model is able to
develop better and more resilient software40. Open source development encompasses the
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means to expand itself and self-perpetuate through particular copyright agreements. Open
source code uses Free and Open-Source Software (FOSS) licenses. The most popular FOSS
license is the MIT License, through which all developers that use and develop FOSS software
are obliged to release their developments, even if they are commercial, under the same nonproprietary license agreement41. The source code is kept in software repositories; these
represent hosting facilities that store and keep track of changes in the code developments,
promote discussion, record bugs, and provide documentation of the stored software (e.g.,
SourceForge, GitHub, BitBucket, GitLab, etc.).
Crowdsourcing is another key component in open source development (Mao et al., 2017),
with platforms such as Stack Overflow especially relevant to the life cycle of open source
development (Vasilescu et al., 2013). However, taking into account security aspects, it is
necessary to emphasize that overconfidence regarding open access forums can lead to
vulnerable systems (Fischer et al., 2017). This being the case, there is a desire to educate open
source developers in secure programming techniques and encourage the responsible use of
copy and paste (i.e., the widely accepted code reuse) methodologies. As a further backup, the
open source community also provides for the automatic evaluation of the security of source
code (Acar et al., 2017). The initiative by GitHub of including security alerts in the platform
is of major relevance (see GitHub Blog, 2018).
Raymond (1999) discusses the advantages of open source development. An important aspect
is the involvement of a large number of highly motivated programmers: First, they develop
software for their own use, something that does not always happen when the software is
developed to meet a request or an order. Second, there is always a programmer willing to pick
up the work left by a less motivated or unavailable programmer. Finally, code developed in
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collaboration is not only optimally written but is also constantly being re-written, thereby
eliminating redundancies, the duplication of R&D efforts, inefficiencies, and potential bugs.
Open source has several implications for Blockchain (Valkenburgh, 2017) and it is at the core
of the decentralized Blockchain model since it is developed and improved by a large number
of programmers. It reduces the technical entry barriers for potential Blockchain developers
since it allows them to access, learn from, and even use existing code (i.e. new enterprises
develop their own Blockchain by forking an existing Blockchain). Furthermore, the open
source model gives much more transparency to Blockchain developments by making all kinds
of information and data public and easily accessible. Commercially, this serves as a means to
engage clients and users, since it provides a channel to receive comments and to conduct
corresponding software customization and improvements, contributing to perfecting both the
technology and the end user experience.
This level of transparency of the development of the Blockchain, smart contracts, and, in the
case of digital services, in the very development of the business enterprise has a strong effect
on the aspects of the ICO markets. First, access to the code of the smart contract ensures that
the firm has no incentive to lie, exaggerate, or deceive in its white paper or in other forms of
communication since the analysis of the terms of the smart contract would reveal the deceit.
The use of open source therefore reduces the issue of scams and deceits42. On the other hand,
this level of transparency also comes at a cost as, in this case, it can increase the number of
hacking attacks because hackers also have access to the smart contract code and are therefore
able to identify any bugs or vulnerabilities more easily43. Second, access to the code
developed for the services the firm intends to offer addresses several problems such as scams
and perverse compensation schemes. In terms of scams, the possibility to observe and assess
the level of business development makes it easier to anticipate an exit scam. The negative
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effects of perverse compensation schemes (e.g. engagement in high risk ventures) can be
mitigated by linking the access to the funds raised through the ICO to the accomplishment of
specific and measurable milestones. Access to an open source repository, where all the
developments are recorded, allows a set of rules to be set up in a smart contract that
conditions the access to further funding to the actual achievement of a set of measurable
objectives. However, this level of disclosure may also be accompanied by a loss of
competitive advantages and encourage copycat projects.
4.5 Forks
In Blockchain, project forks can be divided into soft and hard forks; soft forks are usually
associated with protocol upgrades and two versions of the Blockchain usually run in parallel,
whereas hard forks imply a modification of the consensus rules (Antonopoulos, 2017, pp.
256–260). Soft forks are not intended to create two competing Blockchains since only one is
expected to survive as users adopt the updated protocol. Hard forks on the other hand create
two Blockchains and may create significant problems for users, exchanges, and wallets.
Throughout the history of Blockchain there have been several planned hard forks (e.g., the
implementation of Segregated Witnesses in Bitcoin protocol in 2017). However, contentious
hard forks represent one of the most critical controversies in the Blockchain community. The
lack of consensus in the protocol changes underlying a contentious hard fork usually extends
beyond the hard fork implementation and the two teams of developers are in many cases
unwilling to work together to solve the problems for users, exchanges, and wallets through a
clean split. Moreover, in the past, these disputes led to schism in the Ethereum community
after being applied to solve the DAO hack, or the split into Bitcoin and Bitcoin cash after
increasing the block size in 2017. Further differences are that soft forks and planned hard
forks are usually born out of developers’ consensus to apply a protocol update and do not
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usually create a significant disturbance to the Blockchain (although planned hard forks make
all nodes upgrade the software). On the other hand, contentious hard forks may raise several
issues such as forcing users and exchanges to run splitter contracts individually and, in some
cases, result in the duplication of crypto-currencies.
Forks can also be used to address some of the problems we have previously discussed.
Consider the case of a hacker theft of crypto-currency. Through the implementation of a hard
fork departing from a block prior to the theft, history can be re-written in a way that the theft
is not recorded in the new branch of the Blockchain. The case of the DAO is an example of
the use of a hard fork to re-write history. This was the solution implemented to solve the
problem of the hacker theft of one third of the funds raised via the DAO ICO. Another famous
case of such use of a hard fork is that of the altcoin Verge in which a hard fork was used to
address a 51% attack (see Sedgwick, 2018). Verge’s attack case and solution is quite
interesting in the sense that Verge developers used a hard fork following the attack to prevent
the attacker from, amongst other things, being able to rewrite Verge’s history44.
Although forks appear to be a simple technological solution for almost any problem that may
arise in the Blockchain environment, the reality is that they raise as many problems as the
ones they try to address. The hard fork is therefore akin to a nuclear solution in the
Blockchain protocol and its application after the DAO hack was the first case where the goal
of the hard fork was not technical but regulatory (De Filippi and Wright, 2018).
A non-technical hard fork means that, in a chain of blocks, history can be rewritten if token
holders “democratically” approve the decision. This possibility to rewrite history has no close
parallel in traditional financial markets and it in fact contradicts two defining features of
Blockchain: rewriting the history of transactions, and introducing human intervention
(Yermack, 2017). Traditional governance mechanisms allow agents to change the future of
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organizations and financial markets. Blockchain governance and the option to implement
forks may not only change the future of organizations and markets in the Blockchain
environment but also their past45. The ethical and governance implications of this are
tremendous and this is why the Blockchains methods of consensus are a crucial element to
always take into account.
4.6 Other solutions and technological developments
Some particular problems of ICO markets have also particular solutions and, in some cases,
they even trigger technological developments.
In the case of the hacking attack on CoinDash, in which a hacker replaced the wallet address
of CoinDash with their own in the webpage supporting the ICO, the solution implemented
was to distribute tokens to all the investors affected (Zhao, 2017). This solution was
implemented because the used standard (ERC-20) does not enable token revocation.
Naturally, the stolen tokens are still valid, and this particular solution will never be optimal
since it implies a value dilution effect for all token holders46. New token standards such as the
ERC-77747 include several functionalities that mitigate this type of hacking attack.
Specifically, hook functionalities enable the possibility of further controlling tokens. The
ERC-777 also proposes the creation of a new type of actor for tokens management, the
operator. The standard defines a set of default operators, which are installed for all holders of
tokens. The operators can be used to conduct gas deduction and, consequently, to reduce the
complexity of sending transactions. Moreover, the token holder can revoke authorization from
operators, therefore preventing an attack such as the one CoinDash suffered. Another
possibility of diminishing the impact of stolen or unspent tokens comes from the
implementation of vesting functionalities as is done in OpenZeppelin48 and as is common in
traditional financial contracts such as executive stock options.
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The identification of fake tokens, malicious smart contracts, and simple copycats is a complex
task since the source code of smart contracts is rarely made available49. However,
programmers were able to address this problem by decompiling the bytecode that is stored in
the Blockchain, and to subsequently perform an exhaustive analysis to detect either malicious
code patterns or the emission of copycat tokens. In this regard, static and dynamic tools for
the analysis of the bytecode in the Blockchain are being developed to identity possible attacks
and fraudulent ICOs (Nikolic et al., 2018).
5. Conclusions
Our analysis of the problems that currently affect ICO markets shows that the concerns raised
by policymakers and researchers are well justified. Currently, serious entrepreneurs and
Blockchain developers coexist with and share the market with agents that aim at, manipulate,
committing fraud, deceit investors or simply steal through hacking attacks. Furthermore,
although the ICO market is hailed as a “new” and revolutionary market, it already displays
most of the problems of traditional financial markets. It is particularly worrying that many of
these problems are exactly those that existed at the genesis of the 2007–2009 financial crisis.
In what concerns the efforts of ICO market agents to mitigate its problems we observe two
complementary approaches. On one hand, there is a technological approach through the
development of technical solutions in the design of smart contracts, in improving
transparency and enhancing the protection of the IT systems overall. On the other hand, there
is an effort to develop self-regulation and standards that addresses most of the problems of the
lack of transparency and of proper accountability in the whole ICO process. Unfortunately,
the recent news of ongoing hacking attacks (see the recent case of Binance in Barret, 2019),
Ponzi-schemes (see Argyle Coin LLC Diamond-Backed Crypto in Smith, 2019) and exit
scams (see startups RepuX and JoyToken in Boddy, 2019) amongst other criminal enterprises
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in the ICO markets, seriously questions the effectiveness of the efforts adopted by the ICO
market agents. Given this scenario, it is very unlikely that regulators do not feel pressured to
take further actions to put an end to these occurrences.
The ICO market is characterized as a disintermediated, decentralized, global, and unregulated
market; however, given the problems and solutions we have identified, it is unlikely that it
will remain so in the near future. Although Blockchain technically eliminates the need for
independent third parties, it is expected and desired that more independent third parties are
involved to address the problem of information asymmetries between issuers and retail
investors. Although Blockchain is still envisioned as the cornerstone of disintermediation and
transparency, the complexity of the technology is a major obstacle to fulfill both properties
simultaneously. All the transactions are publicly available, and anyone can access the data,
however, the size of the Blockchain and the underpinnings of the data model and protocols
are not easy to understand. The lack of standard software libraries eventually leads to
querying platforms such as Etherscan, which recentralizes Blockchain. This leads us to the
important question of the implementation of standards. Standards have the potential to
mitigate many of the problems we have addressed, and valid initiatives are already being
developed (e.g., ISO technical committee TC 307); however, the adoption of these common
and necessary standards, although greatly improving transparency, will naturally be against
the principle of disintermediation.
In terms of regulation and the global nature of the ICO market, the results of our analysis have
several implications for policymakers and regulators. We expect regulation to intervene at the
core of the ICO concept, the nature of the crypto-assets themselves. It is interesting to observe
that the current complexity of tokens resulted in many cases from a desire to evade financial
market regulation, however, the problems that this increased complexity created ended up
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attracting further the attention of the regulators. The much-needed regulatory solutions for the
problems currently faced in the ICO markets are one of the great current challenges for
financial regulators. However, the decentralized, highly technical, dynamic, and global nature
of this market poses serious challenges to this task, which will most likely need to include
self-regulatory entities that are as dynamic as the market itself and able to act globally.
Notwithstanding these challenges, we feel the time for regulators to act is now. Firstly, there
is enough evidence that the ICO market agents have been unable to address their problems.
Secondly, the dramatic reduction in the amounts issued through ICOs in 201950 eliminate the
fear of stifling innovation. Finally, given this dramatic reduction in ICOs the very attitude of
the market agents towards regulation may have changed significantly and its unexpected that
some may even welcome a stricter regulatory approach.
Given all the above, we predict that in the near future, although the Blockchain protocol may
still be characterized as disintermediated, decentralized, and unregulated, the same will not be
true for the ICO markets.
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7. Endnotes

1
Credit constraints cannot simply be considered as a restriction on the credit offered; an increase in the price of
credit is also a constraint. Although central banks may reduce their discount rates, commercial banks are able to
increase the credit spreads so much that the overall effect is an increase in the price of credit. Duchin et al.
(2010) highlight this aspect of the 2007-2009 financial crisis.
2
According to ICOdata.io, the growth rate in the number of ICOs and in the amounts raised has been nothing
short of spectacular since 2014. The average arithmetic growth rate in the last 4 years has been 1,069.3% in the
number of ICOs and 2,136.6% in the amount raised.
3
Crypto-assets is a term covering a new asset class of digital registries in Blockchain. Under that term, we find
crypto-currencies, crypto-securities, and tokens. The focus of this article is on the role of digital assets as a type
of financial security aimed at financing businesses, that is, crypto-securities. We will not focus directly on pure
crypto-currencies such as Bitcoin but, given the perceived similarities between these crypto-currencies and
tokens, we will refer to them when relevant. Furthermore, our arguments and analyses refer to public
permissionless blockchains, that is, anyone can read/submit to the Blockchain and anyone can participate in the
transaction verification process. For a more detailed explanation of the types of Blockchains, see Peters and
Panayi (2015).
4
The current state of ICO markets also presents some of the worrying dynamics of the Dot-Com bubble of 2000.
5
As mentioned previously, on a different spirit, President Obama signed the 2012 JOBS Act and opened the
door to new markets such as ICOs.
6
It is certainly fair to consider Blockchain as a novel contribution in the field of the distributed consensus and in
the creation of Peer-To-Peer information systems. Nevertheless, its introduction as a core component of Bitcoin
and the subsequent cryptoeconomics convey an astonishing example of how forgotten academic work can be
properly updated and exploited in real practical scenarios (Narayanan and Clark, 2017).
7
See Lynch and Lundquist (1996).
8
For example, see Nick Szabo’s Bit gold.
9
In fact, there is an interlocking interdependence in Bitcoin between the security of the information blocks, the
health of the mining ecosystem, and the value of the currency (Narayanan, et al., 2016).
10
Source: Coinschedule, Cryptocyrrency ICO Stats https://www.coinschedule.com/.
11
See Hermann et al. (2016) for an historical analysis of altcoins, their properties, and evolution.
12
The trade-off between functionality and security is a major concern in any information technology (Cranor and
Garfinkel, 2005). In the case of smart contracts, the creation of new items is not a difficult task, but in many
instances, the resulting products pose critical security problems (Nikolic et al., 2018).
13
The first social media platforms described are generalist (e.g., Reddit, Slack), and others are specialist
platforms. The importance of these communication channels is not negligible; Benedett and Kostovetsky (2018)
measure the link between financial returns of an ICO and the intensity of Twitter posts and find it to be
significant.
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14

There are also ICOs issued in USDs or other fiat currencies, although they are uncommon.
See the case of CoinDash discussed in section 3.3 in which hackers attacked the website supporting the ICO.
16
Indeed, the systemic risk of Blockchains can be interpreted as lower than that of many centralized platforms.
However, the risk in terms of endpoint-security is far worse for Blockchains. (Narayanan and Clark, 2017). First,
users are responsible for managing their private keys in order to have access to their assets. This is not a minor
concern since it involves dealing with cryptographic solutions that have not been properly understood by average
end users (Eskandari et al., 2018; Krombholz et al., 2016). Second, public Blockchains store information in an
open and transparent way. Furthermore, all the information in a Blockchain is immutable, which means that
internal integrity is preserved. Nonetheless, external integrity is not guaranteed by Blockchain, and thus, it is
possible that the transaction log of an ICO does not contain the related company’s financial records. That is, it is
possible to have an inconsistency between information recorded in Blockchain and business rules (Rhue, 2018).
17
Although Open Social Networks could pave the way for scams, they can also be leveraged to overcome
information asymmetries (Lee et al., 2018). We can say that the ICOs ecosystem is somehow bootstrapped, since
a sort of circular dependence exists between the integrity of the information allocated in the Blockchain and the
external information in whitepapers and in social networks to earn potential investors’ trust.
18
We have to take into account that by agents we mean either human or artificial agents. In fact, ICOs are built
upon the so-called Infosphere (as opposed to the Biosphere) and thus the implications of the TOC should be
properly adapted (Greco and Floridi, 2004).
19
The morally questionable actions of the opportunistic agents are detailed in the following subsections.
20
According to insiders, the vast majority of ICOs have pre-sales; Zetzsche et al. (2018) identify pre-sales in
70% of their sampled ICOs and Kharif (2017) puts this figure at approximately 80%.
21
According to Zetzsche et al. (2018), most of the pre-sale terms identified in their sample of ICOs do not
include lock-up periods.
22
J. R. Willett, one of the fathers of the ICO concept, argues against pre-sales due to the unfairness that this
practice may generate between qualified and retail investors (e.g., see Kharif, 2017).
23
Tether is a crypto currency reportedly pegged to the USD. The relationships between Bitfinex and Tether have
been a common topic of discussion on crypto forums with some sources claiming the same investors own the
exchange and the crypto currency (see Leising, 2018).
24
In the case of ATB Blockchain, a Blockchain promoted as the fastest on the market, the entrepreneurs
misrepresented not only the technical abilities of the Blockchain (essentially a useless innovation according to
Verified ICOs) but also their family backgrounds (see Class Action N0. 17-10001 of the Southern District of
New York).
25
Regarding this, we must recall that the security of a system is defined by its weakest point (Schneier, 2011).
Blockchain functionality encompasses end-user views, software applications, and off- and on-chain services that
take advantage of the tamper-resistant nature of core protocols as the consensus mechanism and the P2P
network. Nevertheless, a security breach in any of these external elements exposes the vulnerability of the whole
network.
26
Although thefts can be easily followed in the Blockchain and funds can be traced to the personal account of
the hacker, there is no easy solution to return the funds to its rightful owners. De-anonymization can only be
performed by properly leveraging transaction graph analysis (Meiklejohn et al., 2013) and analyzing off-chain
security vulnerability problems (e.g. Goldfeder, et al., 2018) and monitoring exchange activity. In fact,
companies such as The Blockchain Intelligence Group (BIG), Blockseer, or Chainanalysis are able to trace
suspicious patterns in Bitcoin and deanonymize (when possible) the related users.
27
Ownership is not the most correct term because DAO token holders are not equity holders in a strict sense;
although they have voting rights, there is no actual ownership of The DAO itself.
28
Another vulnerability of the DAO case was the use of a single account to store all the ether raised via the ICO,
although in this case the justification given was that the funds raised exceeded all expectations.
29
See section 4.3 where white hackers are defined and their current role in ICO markets is analyzed and
discussed.
30
The responses of the Financial Services Agency of Japan (FSA) and the SEC to the hacking attacks on
Coincheck and the DAO, are illustrative of this point. Once alerted, financial authorities in Japan launched an
investigation into security gaps in all its crypto-asset exchanges and demanded that Coincheck improve its
business practices and announced that the FSA would monitor its response to the theft (Reuters, 2018a). In the
case of the DAO, the SEC launched an investigation into the legality of the DAO organization and its ability to
offer securities and, although it decided not to bring charges, the SEC found the DAO to be in violation of
existing regulation on securities offerings.
31
Signaling and screening are mechanisms initially discussed by Spence (1973) that aim to mitigate an adverse
selection problem created by information asymmetries. In simple terms, honest business enterprises are able to
credibly signal their quality to the market through signaling and qualified investors are able to perform a proper
due diligence process on the upcoming ICOs through screening.
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Bundling practices are quite common in digital markets, as shown in Kwon et al. (2005).
Several of the problems we have analyzed can easily be framed in the context of conflicts of interest between
different market agents. Consider the case of the pre-sales and flipping and pump-and-dump schemes. The
former case is clearly a conflict between qualified and retail investors and the latter a conflict between agents
that manipulate the markets and retail investors. Compensation schemes can also easily be framed as a conflict
of interests.
34
Lagace (2007) argues that third party verification represents a crucial element to assess self-regulatory
initiatives and the adoption of codes of conduct
35
Internalizing negative externalities is always a costly process. Consider the case of banking systemic risk and
the proposals to create a systemic self-funded bank fund (see Omarova, 2011; Schwarcz, 2011). These initiatives
can only be cost-efficient through the involvement of a significant number of agents.
36
The empirical analysis performed in Toffel (2006) focused on the environmental certification ISO 14000.
37
These initiatives address many of the problems that we have previously discussed; however, other problems of
a more technical nature (e.g. vulnerability to hacking attacks) are only marginally affected by these
harmonization efforts.
38
White and ethical hacking are the results of academic research, as they occur with the security evaluation of
smart contracts (Nikolic et al., 2018). In fact, since Blockchain is far from being considered a mature technology;
its improvement in terms of security and efficiency calls for an intensive collaboration between academic and IT
professionals in general.
39
Linux, one of the paradigms of open source, is widely adopted in business environments. In this regard, the
incorporation of Microsoft into the Linux Foundation is highly significant, and even more relevant is its
acquisition of GitHub.
40
See Sijbrandij (2018) for a description of the historical developments of open source since its inception to its
commercial application.
41
This is the reason why many of these licenses are referred to as viral or copyleft software licenses.
42
Bartoletti et al. (2017) identify Ponzi schemes in Ethereum through the analysis of the code in smart contracts.
43
In the case of the hacking attack on The DAO (see section 3.3), the hacker was able to transfer part of the
funds raised with the ICO by exploiting a vulnerability in the code of the smart contract that would most likely
go undetected if the code was not open for consultation.
44
In a 51% attack, an agent is able to control more than 50% of the network's mining hashrate, which under a
Proof or Work system would allow this agent to monopolize all future block mining, implement double
spending, block transactions, and even change historical blocks.
45
According to Siegel (2016), when a fork is implemented, as in the case of the Ethereum fork implemented by
the Ethereum Foundation to address the DAO hacking attack, the Foundation becomes simultaneously a judge
and jury, something that was clearly not intended when the Ethereum Blockchain was developed.
46
The hacking attack on CoinDash had further developments with the hacker returning 30,000 of the initially
43,000 stolen ether tokens (De, 2018). There is no real justification and only speculation as to why the hacker
partially returned the funds, which, measured in fiat currency, were actually worth more than the initial amount
stolen (Osborne, 2018).
47
For details of the ERC-777 standard, see https://github.com/ethereum/EIPs/blob/master/EIPS/eip-777.md.
48
The complete description of the OpenZeppelin vesting functionality can be found at
https://github.com/OpenZeppelin/token-vesting-ui
49
According to Zhou et al. (2018), around 77.6% of smart contracts are not properly associated with
corresponding source code.
50
According to https://www.icodata.io/, and regarding ICOs issued until May, we observe a reduction of 94.5%
in the volumes of financing obtained in 2019 relative to the same period in 2018.
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